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NGHIEN CUU VE CAC GIAI PHAP VA CONG CU PHAT HIEN
TIN TUC GIA TREN MANG XA HOI
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'Khoa Cong nghé thong tin, Trudng Pai hoc Quang Binh,
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ABSTRACT: Over the past decade, social media platforms and blogging services such as
Facebook, Twitter, Instagram, and Sina Weibo have evolved into indispensable tools in modern
social life. However, the rapid expansion of social networks has also fostered an environment
conducive to fraudulent activities, propaganda, and rumor propagation, making users
increasingly susceptible to misinformation. Consequently, the detection and prevention of fake
news have become an urgent necessity. This paper synthesizes recent studies on fake news detection
in social media. We analyze the concept of fake news and related terminologies while introducing
publicly available datasets and real-time verification tools. Additionally, the study explores
content-based and social context-based approaches for fake news detection, comparing the
effectiveness of existing techniques.

Keywords: Fake news detection, rumor detection, fact-checking, misinformation, deceptive
information.

TOM TAT: Trong suét thip ky qua, cdc nén tang mang xa hoi va cdc dich vu blog nhu
Facebook, Twitter, Instagram va Sina Weibo da phat trién thanh nhing cong cu khéng thé thiéu
trong doi Séng xa hoi hién dai. Tuy nhién, sw phat trién manh mé cia mang xd hoi ciing tao ra moi
trieong thudn lgi cho cde hoat dong liva dao, tuyén truyén va lan truyén tin don, dan dén viéc nguroi
diing dé deng bi ddnh liva. Chinh vi thé, viéc phat hién va ngdn chdn tin gia da tré thanh mét nhu céu
cap thiét. Bai bdo nay tong hop cdc nghién ciru gan day lién quan dén cdc phirong phdp pht hién
tin gid trén mang xa héi. Chiing t6i sé phan tich khdi niém tin gia va cdc thudt ngit lién quan, dong
thoi gidi thiéu cdce bé dit liéu cong khai va cong cu triee tuyén gitip xdc minh tin tike theo thoi gian
thue. Bai bdo ciing trinh bay cdc phwong phdp phat hién tin gia dia trén ngi dung va béi canh xd
héi, dong thoi so sanh hiéu qua cia cde ky thudt phat hién tin gid hién .

Tir khod: Phat hién tin gia, phat hién tin don, kiém tra su thdt, thong tin sai léch, thong tin
danh lira.

1.PATVANDE

Hién nay, mang xa hoi dong vai tro
quan trong trong viéc truyén tai thong tin,
cho phép ngudi ding tiép nhan va chia sé
ndi dung mot cach nhanh chong. Tuy nhién,
su phat trién manh mé cua céc nén tang nay
cling kéo theo su gia tang cua tin gia, gy ra
nhirng tdc dong ti€u cuc dén nhan thirc cong
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ddng. Do d6, viéc nhan dién va kiém soat
tin gid trén mang x4 hdi tréd thanh mot
nhiém vu quan trong nhim dam bao tinh
chinh x4c cua thong tin.

Nguoi ding mang xa hoi thuong thiéu
kinh nghiém trong viéc danh gia tinh xéc
thuc ctia thong tin, khién ho dé& bi tac dong
va vo tinh lan tmyén ndi dung sai I¢ch. Mot



sd nha phan tich chinh tri cho rang két qua
cudc bau cir Tong thdng M§ nam 2016, vi
chién thang ctia Donald Trump, c6 thé da bi
anh hudng boi cac chién dich tuyén truyén
va lan truyén tin don trén mang xa hoi [1].

Gan day, su bung phat cua dai dich
COVID-19 d3 1am gia tang sy lan truyén tin
gia trén cic nén tang truc tuyén, giy ra
nhiing hau qua nghiém trong [2]. Chlng ta
dang sdng trong thoi dai sd, noi thong tin
khong chi dugc tiép nhan ma con dugc tao
ra boi chinh nguoi dung. Tuy nhién, phan
16n thong tin khong duoc kiém ching do
thiéu cac cong cu xac minh dang tin cdy. Vi
vdy, nghién ctru vé phat hién tin gia trén
mang xa hoi dang thu hut s quan tdm 16n
ttr cong déng hoc thuat cling nhu cac cong
ty cong ngh¢.

Nhiéu tdp doan cong nghé 16n nhu
Google, Facebook, Twitter, Microsoft va
TikTok da dua ra cc giai phap nhim han
ché sy lan truyén tin gia:

Nam 2016, Facebook hop tac vdi cac
t6 chte thuéc Mang ludi Kiém chimg Quéc
té (IFCN) dé x4c minh va danh du céc bai
viét chira thong tin sai 1éch [3].

Google trién khai sang kién Google
News Initiative nhdm giam thiéu sy lan
truyén tin gia va ning cao chit luong tin tirc
trén nén tang cia minh [4].

Twitter ap dung cac chinh sach kiém
soat ndi dung chat ché hon, bao gém dan
nhén canh bao va han ché pham vi tiép can
cua cac bai dang khong chinh xac [5].

Microsoft phat trién Project Origin,
mot du 4n nhdm xac thyc tinh nguyén ban
ctiandi dung sé [6].

TikTok thiét 1ap hé thong kiém chimg
n6i dung va hop tac véi cac to chire kiém tra
thong tin dé han ché sy phat tan tin gia trén
nén tang cua minh [7].
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Ngoai ra, cac bai dang trén mang xa
hd1 ngay nay khong chi chtra van ban ma
con bao gém hinh anh va video, tao ra
nhiing thach thirc maéi trong viée phat hién
tin gia. Piéu nay thuc ddy su phat trién ciia
cac phuong phép nhan dién tin gia dua trén
nd1 dung da phuong tién. Vi vay, nghién
ctru vé phat hién tin gia dang tro thanh mot
chu dé quan trong, thu hut sy quan tim rong
rai tor gidi hoc thudt va nganh cong nghé
trén toan cau.

2. TIN TUC GIA, CAC THUAT NGU
LIEN QUAN VA CONG CU XAC
MINH

Theo Tir dién Cambridge, tin tirc gia
(Fake News) dugc dinh nghia la “nhiing
cau chuyén sai su that dugc tao ra va lan
truyén trén Internet nhim tac dong dén du
luan va khién chung c6 vé dang tin” [8].

Cic thuit ngirlién quan dén tin gia:

Tuyén truyén (Propaganda): Thong
tin dugc taora valan truyén boi mot t6 chire
chinh tri nham tac dong dén quan diém cua
cong ching.

Thong tin sai léch (Misinformation):
Thong tin khong chinh xéc, ¢6 thé duoc lan
truyén do nham 13n hodc v6 y ma khéng c6
y dinh danh Itra nguoi khac.

Thong tin danh lira (Disinformation):
Thong tin sai 1éch duoc cd y tao ra va lan
truyén v6oi1 myc dich thao tung sy that va
gdy hiéu 1dm cho cong chung.

Tin don va lira dao (Rumors &
Hoaxes): Thong tin bia dit hodc bi xuyén
tac co6 chu dich, thuong dugc trinh bay nhu
thé ching da dugc kiém chimg boi cac
phuong tién truyén thong chinh thong.

Chém biém va hai huée (Parody &
Satire): St dung yéu t6 hai hude dé cung cap
thong tin, mé phong phong cach cua céac
hang tin tic 16n, nhung ngudi doc co thé
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hiéu nham nhitng ndi dung nay 1a tin that.
Tiéu dé gidt gan (Clickbait): Tiéu dé
gay sdc hodc hdp dan nhiam thu hut sy chi y
ctia ngudi ding va khuyén khich ho nhap
vao bai viét, thuong dé ting doanh thu

quang cao [8].
Cic cong cu kiém chirng tin gia:
Téng hop cac cong cu phat hién tin gia
va dac diém cua chung dugc thé hién &
Bang 1.

Bang 1. Téng hop cac cong cu phat hién tin gia va ddc diém cia ching

2 Phwong pha 2 .
Tén cong cu Dic diém chinh ) & plap Uu diém Han che
st dung
Mot trong nhim 2 ) .
N , £ 2 & Kiém ching | D6 tin cay ) ]
nén tang kiém L It ) " | Cham, khoé
Snopes , A .| thi coéng boi | cao, co6 co sO o
chung thong tin o e o, md rong
A e 1K chuyén gia dir liéu 16n
lau do1 nhat
H¢ thong
banh gia tinh | “Truth-O- Do chinh xac S
. e o i . . | Chi tép trung
PolitiFact chinh xac cua céc | Meter”, kiém | cao trong linh | | , :
Ny . , , , .| vao chinh tri
tuyén bo chinh tri | chiing thu | vuc chinh tri
cong
Kiém ching tin | . Do tin ca
e & . | Kiém ching T, .;y Khong  bao
tuc lién quan dén | . .= | cao, co tai liéu A e
FactCheck.org , . boi td chuc , . | pht nhiéu linh
chinh tri, khoa o . tham khao chi )
phi loi nhuan x vuc khac
hoc tiét
. ) . | Khong  danh
Phan tich cach tin | Thuat toan | Xac dinh mod | ., g, ,
. . K ] . gia chinh xac
Hoaxy tic lan truyén trén | phan tich | hinh lan | 7. )
A A .. ., |noi dung tin
mang xa hoi mang xa hoi truyén tin gia e
. . | Danh gia tran , ., . 2
Danh gid do tin b é;u tAg banh gia rd | Khong kiém
N web dua trén | | \ \ ) .
NewsGuard cdy cua cac trang | ., . rang ve€ ngudn | ching  tung
0 tiéu chi minh | . o 2
tin turc tin bai bao cu thé
bach
) . | Mo hinh hoc e L
banh gia do tin , , ", | Phat hién tin | Gi6i han trong
. | may, danh gida | | R N \
TweetCred cay cua tweet trén . gia nhanh trén | nén tang
. theo thoi gian . .
Twitter Twitter Twitter
thuc
Cong cu cua
Google Fact | Google tong hop | Tong hop tir | Pham vi kiém | Phu thudc vao
Check két qua kiém | nhidu to chiic | ching rong, | nguon  kiém
Explorer chimg tir nhiéu | kiém chimg tich hop Al chtng c6 san
ngudn
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. ) : banh gid ca
: Phan 1 on | Panh gia thu . .
: v .
Bias/Fact o am e A R & " | quan va d¢ tin | sot chi quan
Check vi va do tin cdy dong .
cdy
Fake News | Cong cu phat hién | MO hinh hoc | Kha nang phat | Do chinh xéac
Detector ‘Elm ng ‘;L_r dong str falil NVLPbPhan hi:en htm gia Zlflu ;HuochV?o
un ich van ban nhan iéu huan
(Al-based) | "¢ n
luyén
Van can con
2 Xu ly ngon nguoi can
Kiém ching t .| Kha nd O | na ek
Full Fact Al d(‘;im du’(; ggf AII'I ngit tu nhién réna :::g mo thi¢gp dé dam
e (NLP) P8 bao do chinh
xac

3. CAC PHUONG PHAP PHAT HIEN
TIN GIA

Céc phuong phap truyén thong thuong
dua vao cac dac diém dugc xay dung thu
cong. Tuy nhién, v6i sy phat trién cta dir
li¢u 16n (big data) va sy gia ting manh mé
cua dir liéu do nguoi dung tao ra, cac
phuong phap hién dai dang chuyén sang
khai thac cac ddc trung sau hon (deep-level
features). Trong phan nay, chiing t6i trinh
bay cac nghién ciru tién tién vé phat hién tin
gia, phan loai theo hai nhém chinh:

- Duya trén ndi dung tin tirc (Content-
based methods).

- Dya trén bdi canh xa hoi cua tin tire
(Social context-based methods).
3.1. Phuong phap dua trén ndi dung

Phuong phap nay tap trung vao viéc
phan tich ndi dung cta bai bio, bao gdm
vin ban, hinh anh hoic ca hai, dé phat hién
tin gia. Cac nghién cutru trong linh vuc nay
chu yéu dua trén hai loai déc trung:

-Pic trung an (latent features).

- Pac trung dugc xay dung tha cong
(hand-crafted features).

Céc phuong phap dua trén ndi dung

bao gdm bén nhém chinh:
3.1.1. Dwatrén co so trithirc

Phuong phdp nay st dung k¥ thuat
kiém chimg thong tin (fact-checking) [9],
trong d6 ndi dung tin tirc dugc so sanh véi
cac nguon dir liéu bén ngoai dé xac minh
tinh chinh x4c. Kiém ching thong tin c6 thé
chia thanh hai loai:

e Kiém chirng thi cong (Manual
Fact-Checking):

Dua vao chuyén gia (Expert-Based
Fact-Checking): Céic chuyén gia trong
linh vuc s& kiém tra tinh chinh xac cua
thong tin. Mot sd trang web noi tiéng sir
dung phuong phip niy gbébm Snopes,
PolitiFact, GossipCop. Du c6 dd tin cdy
cao, nhung phuong phap nay tén nhiéu thoi
gian va kho mo rong khi phai xur ly lugng
thong tin khong 16 trén mang xa hoi [9],
[10].

Dua vao cong dong (Crowdsourced
Fact-Checking): St dung "tri tu¢ dam
d6ng" dé kiém chimg thong tin. Tuy nhién,
phuong phép nay dé bi sai 1éch, c6 thé co
nhiéu y kién trai chiéu va d tin cay thap
honsovdichuyéngia[l1].
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e Kiém chirng tw déng (Automatic
Fact-Checking):

Do cac phuong phap thu cong gip
nhiéu han ché khi xir 1y luong dit liéu 16n
trén mang xa hoi, cac phuong phap kiém
chtng tu dong da duoc phat trién [12].

Quy trinh kiém chimg tu dong thuong
g6m hai giai doan:

- Trich xuat dir kién (Fact
Extraction): Thu thap thong tin va xay
dung co so tri thue.

- Xac minh thong tin (Fact-
Checking): So sanh thong tin vdi co so tri
thirc dé danh gia tinh chinh xac.

Mic du ¢ nhiéu vu diém, nhung céc
phuong phép nay van gip thach thirc do dir
liéu thuc té thuong khong diy du, khong co
cAu trac va chtra nhiéu nhidu [10].

3.1.2. Dwatrén phong cdch viét

Phuong phap nay phan tich phong
cach viét ciia bai bao dé xac dinh liéu tac gia
c6 y dinh danh Itra nguoi doc hay khong.
Nhitng bai viét giat gan, gdy sc thudng co
dac diém nhu: Tiéu dé chia nhiéu chit IN
HOA, su dung nhiéu danh tir riéng, coittu

dung (stop words).

Phuong phap nay st dung phan tich
phong cach viét dé phat hién tin gia siéu
phan cuc va phat hién su lira dbi trong vin
ban.

3.1.3. Dwa trén ngon ngir

Phuong phéap nay phan tich van ban &
nhiéu mac d6 khac nhau: Tu vung
(Lexicon-Level), cu phap (Syntax-Level),
ngir nghia (Semantic-Level), cu tric vin
ban (Discourse-Level).

Nhuoc diém cua phuong phap nay 1a
kho ap dung cho cac bai dang ngin trén
mang xa hoi va khong thé xtr 1y tin gia chi
¢6 hinh anh hodc video.

3.1.4. Dwa trén ngi dung hinh anh

Hinh anh va video c6 thé ting mic do
tin cdy cua tin gia, khién nguoi doc d& dang
tin vao ndi dung duoc lan truyén ma khong
kiém chung. Diéu nay dic biét nguy hiém
khi céc hinh anh bi chinh sira, cit ghép hoic
str dung ngoai ngir canh dé tao ra thong tin
sailéch.

Cac phuong phap phat hi¢n tin tuc gia
duogc chiing t61 so sanh ¢ Bang 2.

Bang 2. So sanh cac phuong phap phat hi¢n tin tirc gia

A a anh, video dé xac dinh
tiep can , ,
tinh xac thuc

.~ . | Phwong phap dua trén | Phwong phap dua Phuong phap
Tieu chi e : Ay Re o 5 1A £
noi dung trén boi canh xa hoi két hop
Cich Phan tich van ban, hinh | Xem xét cach tin tic Kbt hop ca noi dung

lan truyén trén man .. .
o p A y ang va boi canh xa hoi
x4 hoi

- C6 thé phat hién tin gia
ngay khi xudt hién
Uudiém |- Ap dung dugc cho
nhiéu dinh dang (vin
ban, hinh anh, video)

- Cung cép thong tin
b6 sung gitip danh gia
tin tc chinh xac hon

- Tan dung dugc uu
diéem cua ca hai

LA en: . | phuong phap
- Phat hién tai kh e

at hien tal Xhoan, | : thien do chinh
mang ludi lan truyén e

tin gia
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- D@ bi danh Ira néu tin
gia c6 ndi dung tuong tu
tin that
- Khé xur ly tin gia co
hinh anh hoac video bi

Nhuoc diém

- Khong phat hién
dugc tin gid chua lan
truyén rong
- Cén dir liéu 16n tir
mang xa hoi

rai

cau tai

tinh

- Yéu
nguyén toan
cao hon
- Can tich hop nhiéu
loai dir liéu khéc

video bi chinh stra

- Panh gia do tin cay
ctia ngudn tin

chinh sua nhau

Céng nohé Xu ly ngdn nglr tu nhién | Phan tich mang xa | Hoc sdu da md thuc
i iuf " | (NLP), thi gidc mdy tinh | hoi, mo6 hinh lan | (Multimodal ~Deep

e (Computer Vision) truyén thong tin Learning)

- Phan tich hanh vi |- Két hop kié

- Phét hién tin gia dua | o CR han vips o Bet hop kiem

Ung dung | trén noi dung bai bho | "EU0 dung trén mang | ching noi dung va
' a hoi | theo doi lan truyé
phé bién |- Phat hién anh hoic | oi | theo ddi lan truyén

tin tirc trén mang xa
hoi

3.2. Phuwong phap dwa trén boi canh xi
hoi

Céc phuong phéap phat hién tin gia dya
trén bbi canh xa hdi c6 thé chia thanh ba
hudng chinh:

3.2.1. Phwong phdp dwa trén mang luwoi
xd hogi

Céc bai dang trén mang xa hoi thuong
khong ton tai doc 1ap ma dugc lan truyén
thong qua cac tuong tac nhu chia sé, binh
luan va gan thé. Do d6, phan tich méi quan
hé gitra nguoi dung ¢ thé gitup phat hién tin
gia hiéu qua [13]. Mot sé k¥ thuat quan
trong bao gdm:

e Phin tich d thi lan truyén tin
tire: Mdi bai dang trén mang xa hoi co thé
duge md hinh hoa thanh mot cay lan truyén
(Propagation Tree) hodc mdt mang dd thi
(Graph Network), trong d6 cac nit 1a nguoi
dung va cac canh thé hién mbi quan h¢ chia
s¢ thong tin.

X4y dung mo hinh dua trén hgc
may: Cac md hinh Al ¢6 thé hoc tir dit lidu
mang xa hoi dé phén biét tin that va tin gia.
Vi du, mé hinh CSI (Crowd-Sourced
Intelligence) st dung su két hop giita dic

trung ndi dung, hanh vi nguoi dung va cau
triic mang xa hoi dé xac dinh mure do tin cay
cuatin tlrc.

Phén tich vai tro cia cac tai khoan
lan truyén tin tire: Mot s6 tai khoan co
hanh vi ddng ngd nhu chi dang tin tue tu
mot ngudn duy nhat, ding bai véi tan suit
cao bat thudng hoic chia sé noi dung giat
gan dé thu hut sy cha y. Céac cong cu phat
hién bot va tai khoan

e gia mao co thé gitp xac dinh cac tai
khoan tham gia lan truyén tin gia.

3.2.2. Phwong phdp dwa trén thoigian

Thoi gian xuét hién va sy thay ddi noi
dung cua tin tic trén mang xa hoi c6 thé
cung cap nhidu thong tin quan trong dé phat
hién tin gia. Mot s6 k§ thuat chinh bao gdom:

e Phan tich lich sir chinh sira va cap
nhét tin tirc: Mot s6 tin gia c6 thé xuat hién
nhiéu 1an dudi céc tidu dé hogc hinh thic
khac nhau, dic biét 1a trong cac chién dich
thong tin sai 1éch kéo dai. Viéc theo doi lich
st chinh stra ctia cac bai bdo va bai dang
trén mang xa hoi co thé gitp phat hién
nhirng thay doi bat thuong.

e Xac dinh m hinh lan truyén theo
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thoi gian: Tin gia thuong cé xu hudng lan
truyén nhanh chéng trong mot khoang thoi
gian ngan, trong khi tin that c6 téc do lan
truyén on dinh hon. Tin gia thuong dat mirc
dinh lan truyén nhanh hon nhung ciing bi
mat tuong tac nhanh chéng so véi tin that.

e Phan tich twong tac theo thoi gian:
Viéc theo ddi s6 luot thich, binh luan, chia sé
theo thoi gian c6 thé gitip phat hién cac chién
dich phét tan tin gia dugc to chirc bai ban,
trong d6 mdt luong 16n tai khoan gia mao cé
thé tuong tac véi bai viét trong thoi gian
ngin dé tao hiéu tmg lan truyén manh.

3.2.3. Phwong phdp dwa trén do tin cdy

Mot trong nhiing cach hiéu qua dé phat
hién tin gia la danh gid mirc d6 tin cdy cua
ngudn tin va nguoi lan truyén thong tin.
Mot s6 chién luoc quan trong bao gom:

e Xic minh ngudn gbc tin tire: Tin
gia thuong xudt phat tir cic trang web
khong rd ngudn gde hodc c6 lich sir phat tan
thong tin sai léch. Viéc kiém tra uy tin ctia
trang web, tén mién, va tac gia bai viét ¢6
thé giup danh gia tinh xac thuc cua tin tirc.
Céc nén tang nhu NewsGuard va Media
Bias/Fact Check cung cip thong tin chi tiét
vé murc dd tin cdy ctia cAc trang tin tuc.

e Phan tich hd so va hanh vi nguoi
dung: Nhing tai khoan chuyén lan truyén
tin gia thuong co dac diém gidng nhau,
chang han nhu s lugng bai dang 16n, noi
dung mang tinh thién vi, hodc c6 nhiéu bai
viét bi gin co vi pham tiéu chudn cong
ddng. Cac hé théng danh gid uy tin cua
ngudi ding c6 thé gitp xac dinh mic do
dang tin cay cuia nguoi dang bai.

e H¢ thong chim diém tin cay
(Credibility Scoring): Mot s6 mo hinh Al
da dugc phat trién dé danh gia muc do tin
cdy cua tin tuc dya trén nhiéu tiéu chi nhu
ngudn tin, ndi dung, cach thirc lan truyén va
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phan hdi tir nguoi doc. Vi dy, cong cu
TweetCred c6 thé danh gia mic do dang
tin cdy cua tweet theo thot gian thyc dua
trén cac dic diém nhu noi dung, tac gia va
murc d¢ lan truyén.

3.3. Két hop cic phwong phap dé nang
cao hi¢u qua

Mac du cac phuong phéap dua trén ndi
dung va bbi canh xa hoi c6 thé gitip phat
hién tin gia mdt cach doc 1ap, nhung viéc
két hop chung lai c6 thé nang cao d6 chinh
xéc va hiéu qua. Mot s6 huéng két hop phd
bién bao gom:

Két hop phén tich ndi dung va mang
xd hdi: Cac mo hinh Al c6 thé tan dung
thong tin tir ca ndi dung bai viét va dir lidu
mang x4 hoi dé dua ra quyét dinh tét hon.
Vidu, mo6 hinh SAFE (Social-Aware Fake
News Detection) sit dung ca dic trung
ngodn ngir va thong tin lan truyén dé phat
hiéntin gid [14].

e Ung dung hoc sidu (Deep
Learning) dé t6i wu hoa phat hién tin gia:
Cac mé hinh hoc sau c6 thé tu dong hoc tir
dir liéu 16n va cai thién do chinh xéc trong
viéc phat hi¢n tin gid. Cac ky thuat nhu
Transformer-based models (BERT,
RoBERTa, GPT) c6 thé gitip phan tich ngi
nghia nang cao, trong khi Graph Neural
Networks (GNNs) c6 thé gitp phat hién tin
giadyatrén cAu truc mang xa hoi.
4.CACTAPDU LIEUDUNG DE PHAT
HIEN TIN GIA

Nhiéu nha nghién ctru da xay dung cac
tap dir liéu chua tin gia dé phuc vu viéc
hudn luyén mé hinh. Tuy nhién, chi mot s6
tap dir liéu chuidn muc (benchmark
datasets) dugc cong bd cong khai.

Mot sd tap dir licu phé bién duoc s
dung dé phat trién cac mo hinh va thuat toan
phat hién tin gia duoc thé hién & Bang 3.



TCKH&CN, 25.(01), 2025

Bang 3. So sanh mot s6 tap dir liéu pho bién ding dé phat hién tin gia
~ A ~ SH .. X
Tén t N N Loai t Piac d .
nidp | Newbn o |\Nen| o Loabtn | Diedibn | g
dir licu dir licu ngir x gia noi bat
mau
Céac tuyén Tin tac
bé ch}lfnh Tin sai 1éch, | Nhan chi tiét | Chu yéu tap
LIAR . ‘ &1 212,800 | bop véi 6 mirc do | trung  vao
tri tor | Anh ) oA , .
.. méo sy | tin cdy chinh tri
Politifact .
that
Tin tr
MU Chga cangi |
2 sai léch ..., | Dt liéu
BuzzFeed, | Tiéng . dung bai bao .
FakeNewsNet .. ~23,500 | trén . . | mang  xa
PolitiFact | Anh va thong tin | B
mang N hoi han ché
e lan truyén
x4 ho1
Tin tic Q mé
. u
= sai léch | Pugc  dan y .
BuzzFeed Tiéng R N .. | nho, chi ¢6
Facebook 1,500 trén nhan boi | o
News Anh man chuvén gia dur liéu
- % yeng Facebook
x4 hoi
Ti . | che £ 13
FEVER (Fact S Mae do chi | YR @
Extraction Tién Ich tiét cao, co tin sai_ lech
X 1 . . i »
Wikipedia £ ~185,000 | duva trén N do  chinh
and Anh .. | nguon tham | | R
. . su kién 2 sta  thong
Verification) . | chiéu :
thuc té tin
Twitt Ti ia | Ta t N
Covide19 | ™ | g, & | vao mot chu | Hen ehé vE
- \ v u ;
Fake News i £ ~10,000 ) A | pham vi
checking | Anh Covid- | d¢ quan Y
Dataset ) chu de
websites 19 trong
Tién Tin d6n, | Phan loai tin | Chu yéu tip
GossipCop | GossipCop Anhg ~50,000 |tin gia |ddn  chinh | trung  vao
giaitri | xac tin giai tri
T —
1a1rlll 8% Chira thong | Giéi  han
Twitter Fak . Tié ; ti & tai |t g
witter Fake Twitter iéng | 17.000 | truyén in vve a} rqong nén
News Anh trén khoan va | tang
) retweet Twitter
Twitter
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Céc tap dir licu nay rat hiru ich cho viée
huan luyén va danh gia cdc mo hinh hoc
may, dédc biét trong cac bai toan phan loai
van ban dé phat hién tin gia.

5. TONG QUAN CAC NGHIEN CUU
TRONG LINH VUC PHAT HIEN TIN
GIA

Trong linh vuc phat hién tin gia, co
nhiéu van dé va thach thire dang chii y ma
cac nhanghién ctru va chuyén gia dang phai
d6i mat. Dudi day 1a mot s6 van dé chinh va
thach thirc quan trong:

5.1. Chat lwong dir liéu

« Dirliéu khong dong nhit, diy di:
Céc tap dir liéu dung dé huan luyén mo
hinh phat hién tin gia thuong khong dong
nhét vé cau trac, ndi dung va d¢ chinh x4c.
Tap dir liéu khong phai luc nao cling bao
phu dugc du cac dang tin gid, dac biét 1a
nhitng tin gia c6 ndi dung phtrc tap hoac tin
tic trong nhitng bdi canh dac biét. Pidu
nay dan dén viéc m6 hinh hoc may dé bi
thiéu s6t va khong thé nhan dién duoc tit ca
cackiéu tin gia.

e Nhan dir liéu khong chinh xac:
Viéce xac dinh nhan “that” hodc “gid” trong
dir lidu 1a rat quan trong. Tuy nhién, trong
mot sb truong hop, nhin co thé khong
chinh x4c do su thién vi cua ngudi gan
nhan hodc thiéu su théng nhét trong cach
phan loai tin tirc.

5.2. Pic diém ngir nghia va bién thé cia
tin gia

Tin gia c6 thé thay ddi cach thic va
hinh thire truyén tai tily theo ngit canh, vi du
nhu cach dién dat, ngit diéu, hodc ngudn
gdc. Viéc phat hién cac bién thé ngir nghia
cua tin gia 1a mot thach thure 16n. Tin gid co
thé dugc chinh stra hogc viét lai nhiéu lan dé
danh lira nguoi doc. Nhirng thay dbi nay co
thé 1am cho tin gia trong gidng nhu mot bai
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béo chinh thirc hodc c¢6 vé hop Iy hon, khién
viéc nhén dién tr¢ nén phire tap hon.
5.3.Xirly cac ngudn tin khong tin cay
Viée kiém tra ngudn gdc cua tin tirc
khong phai lic nao ciing dé dang, dacbiétla
khi ngudn tin c6 thé 1a cac blog khong dang
tin cdy, tai khodn mang xa hdi giad mao, hodc
cac trang web khong xac minh duogc tinh
xac thuc. Doi khi, mot tin tirc sai su that
khong phai [a mot tin gid ¢6 chu dich, ma la
mot tin khong chinh xac do sai sot trong qua
trinh bao cdo. Phan biét rd rang giita tin gia
va tin sai st 14 rat quan trong dé tranh gay
nham lan.
5.4. Swphat trién ciia tin gia
Céc cong ngh¢ nhu deepfake cho phép
tao ra video, hinh anh hodc am thanh gia
mao, khién viéc phat hién tin gia tré' nén
ngay cang kho khin hon. Vi sy phat trién
ctia cac mo hinh ngdn ngir ty nhién tién tién
nhu GPT, Al c6 thé tao ra cac bai viét gia
mao ¢6 ndi dung hoan chinh va dang tin
cdy. Piéu nay tao ra mét thach thirc 16n cho
cac hé thong phat hién tin gia khi cac tin gia
c6 thé duoc tao ra tu dong va khong cé dau
hi¢u d& nhan biét.
5.5.Kho6 khin trong viéc phan loai tin gia
Céac mo hinh hoc may c6 thé bi thién vi
khi phan loai tin tirc, dac biét 1a khi tap dix
liéu hun luyén khong da dang. Mot s tin
gia co thé duoc thiét ké rat tinh vi, c6 nodi
dung khong rd rang hoic co thé gay kho
khan trong viéc nhan dién. Nhiing tin gia
nay thuong khong cé yéu té gay nghi ngo
13 rang, khién mo hinh phan loai d& bi
nham l4n.
5.6. VAn dé mang x4 hi va téc dd 1y lan
Tin gia c¢6 thé lan truyén rat nhanh
chong trén cac nén ting mang xa hoi, nhu
Facebook, Twitter, hodc TikTok. Diéu nay
tao ra mot van dé 16m cho viéc phat hién va



ngén chan tin gia kip thoi. Mot khi tin gia
duoc lan truyén rong rai, viéc kiém tra va
xéac minh lai thong tin c6 thé rat kho khan.
Ngoai ra, su xuét hién cta cac tai khoan tu
dong (bots) va nhirng nguoi st dung mang
x4 hoi dé thao tung du ludn (trolls) c6 thé
phat tan tin gia véi tbc do rat nhanh. Viéc
nhén dién va ngédn chén cac tai khoan nay la
mot thach thire 16n d6i voi cac nén tang va
hé thong phat hién tin gia.
5.7. Van dé lién quan dén bao mat va
quyén riéng tuw

Viéc thu thap dir li€u tr mang xa hoi
hodc cac ngudn tin khac dé huan luyén mé
hinh phét hién tin gia ¢ thé vi pham quyén
riéng tu ctia nguoi ding néu khong dugc
thuc hién mot cach than trong. Céac hé théng
phat hién tin gia can phai dam bao rang viéc
sir dung cong nghé khong gay ra nhiing 16
hdng bao mat c6 thé bi khai thac boi cac dbi
tuong Xau.
5.8. S thiéu sw thong nhit trong cac quy
dinh va tiéu chuén

Mic dii ¢6 nhiéu m hinh va k¥ thuat
dugc su dung dé phat hi¢n tin gia, nhung
van chua c6 mot tiéu chuan chung hoic
cach tiép can thong nhit trong nganh. Céc
nén tang mang xa hoi, t6 chirc kiém tra sy
that va cac nha nghién ctru thuong lam viéc
riéng biét ma khong c6 sy hop tac dong bo.
Diéu nay 1am giam hiéu qua trong viéc phat
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