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ENSURING INFORMATION SECURITY FOR FACULTY, STAFF,
AND STUDENTS IN UNIVERSITIES

DAM BAO AN TOAN THONG TIN CHO CAN BO, GIANG VIEN,
SINH VIEN TRONG TRUONG PAI HOC

Pau Manh Hoan
Truong Pai hoc Quang Binh

ABSTRACT: The digital transformation is rapidly advancing in the field of education,
particularly in higher education. Universities are progressively developing their digital learning
environments to meet the demands of education and training in the new era. Alongside this
transformation, enhancing digital competencies among faculty members, staff, and students plays
a crucial role in determining the success of digital education. This study explores key issues related
to information security in digital higher education environments. Based on this analysis, the study
proposes solutions to strengthen information security capabilities within the digital transformation
process, ensuring the effective use of digital services and improving digital competencies for all
stakeholders involved in higher education.
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TOM TAT: Céng cudc chuyén doisé dang dién ra mot cich manh mé trong hoat dong gido duc,
ddc biét la gido duc dai hoc. Cac truong dai hoc dang dan hoan thién méi truong gido duc $6 cla
minh dé dap img hoat déng gido duc dao tao trong thoi ky méi. Di cimg voi cong cudc chuyén doi sé
d6 thi van dé nang cao néng luc s6 cho cdn bg, giang vién, sinh vién trong truong dai hoc déng vai tro
quan trong va quyét dinh dén két qua ciia gido duc soé. Trong bai viét nay, tdc gia dé cdp dén cdc van dé
dam bao an toan théng tin trong méi trwong gido duc dai hoc s6, tir do dé xudt giai phdp nang cao
nang liec an toan thong tin trong quy trinh chuyén doi so, khai théc, sir dung cdc dich vu s6 nham néng
cao ndang lyc $6 cho cdc doi tirong tham gia vao hoat dong gicdo duc dai hoc 56 hién nay.

Tirkhéa: An toan thong tin, chuyén doi sé trong gido duc, ndng lec an toan thong tin.

1.PATVANDE

Trong thoi gian qua viéc img dung cac
thanh tyu ctuia cong ngh¢ thong tin vao gido
duc budc dau di cé nhitng thanh twu dang
ké, dong thoi da tac dong dén céc to chuc
gido duc 1am chuyén bién, thay doi trong
hinh thtrc, phuong phép giang day, hoc tap
cling nhu quan ly. Viéc ing dung cong nghé
va cac thiét bi hién dai da giup cho viéc
giang day, hoc tap, nghién ctu khoa hoc
hiéu qua hon. Hién nay, cong cudc chuyén
d6i s6 da tré thanh nhu cau khong thé thiéu

ctia cac truong hoc, chuyén doi s6 tro thanh
xu thé tat yéu, 1a co hoi va ciing 1a thach
thire cho gido duc ndi chung va gido duc dai
hocnoéiriéng.

Chuyén doi s6 s& tao nén hé sinh thai
gi4o duc dai hoc s voi nhitng nén ting s6 s&
duogc ing dung rong rai trong truong dai
hoc, diéu nay dit ra yéu cau ddi voi nhitng
nguoi thyc hién chuyén doi sd cling nhu
nhitng nguoi khai thac sir dung trong moi
truong sd d6. Cac ddi tugng nay phai cé cac
nang luc s6 dé co thé xdy dung, khai thac
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trong day hoc cling nhu lam viéc trong moi
truong gido duc s6 hién nay. Day 1a co hoi
thay ddi va ciing 14 thach thirc cho céc nha
quan ly gido duc trong viéc hd tro va trang
bi cac k¥ nang, hinh thanh nang lyc sb cho
ngudn nhéan lyc dé tir d6 cai thién két qua
lam vi¢c va hoc tap, nang cao hi€u qua gido
duc cho xa hoi.

Nang lyc sb 1a mot trong nhimg yéu td
quan trong hang dau d6i vi mdi nguoi khi
1am viéc trén moi truong sd. Viée ndm vimg
cac k§ nang sb s& giup can b, giang vién,
sinh vién tham gia hoat dong s6 dat duoc
két qua cao trong cong viéc ctia minh. C6
thé ndi trong cac ky nang s6 dé hinh thanh
nang luc sd cuia mdi ngudi thi k§ ning an
toan thong tin dong vai trd vO cung quan
trong va anh huong dén cac ky nang khac va
quyét dinh két qua cta cac cong viéc trén
moi truong so.

Trong bbi canh chuyén di sb gido duc
dai hoc hién nay, vdi su phat trién manh mé&
cua cong ngh¢ va Internet, an toan thong tin
dong vai trd then chét, quyét dinh su thanh
cong ciia qua trinh chuyén déi. Boi vi dit liéu
va thong tin 1a tai nguyén vo gia, trong khi do
khi tham gia trén moi truong sb thi toan b
dix liéu ctia cac t6 chire, ¢4 nhén s& ludn duoc
cap nhat trén moi trudng mang internet. Cac
nguy co gdy mat an toan thong tin cho cé
nhén ciing nhu cac t6 chiic ¢6 thé xay ra bat
ctr khi ndo, diéu nay da dit ra cac cau hoi cho
nha quan 1y can phai giai quyét trong qua
trinh chuyén ddi sé hién nay.

O nude ta, dé dam bao an toan thong
tin trén khong gian mang, ngay 12/6/2018,
Chinh phu da ban hanh Luat An ninh mang,
trong d6 xac dinh hé théng thong tin quan
trong vé an ninh qudc gia bao gdm tam nodi
dung c6t 16i nham dam béo an toan thong
tin cho qudc gia. Van dé an toan thong tin
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ciing duoc Ban chip hanh Trung wong
Pang chi ra trong Nghi quyét sd 52-
NQ/TW cua Trung vong Pang véi muc tiéu
xac dinh ro viéc dam bdo an toan khong
gian mang 1a mot trong cac yéu cau trong
tam trong chuyén doi so.

Trong bai bao nay, tadc gid trinh bay
tam quan trong ctia van dé an toan thong tin,
k¥ nang an toan thong tin trén moi truong sd
va dé xuat mot s giai phap nhim dam bao
an toan thong tin cho cac ddi trong tham gia
vao qua trinh xdy dung, phat trién, khai
thac, st dung trén moi truong $6.
2.ANTOAN THONG TIN
2.1.An toan thong tin 1a gi?

An toan thong tin ¢6 thé dugc hiéu 1a
cach thirc, phuong phap dé phong ngira,
ngan can su truy cap, tiét 1, chia sé, phat
tan, ghi lai, sr dung hodac phd huy nhiing
thong tin khi chua cé dugc su cho phép cia
ca nhan hay mét to chie nao do.

Theo Michael E. va cac cong su: An
toan thong tin 1a viéc bdo vé cac thudce tinh
bi mat (confidentiality), tinh toan ven
(integrity) va tinh san dung (availability)
cua cac tai san thong tin trong qué trinh
chung duoc luu trit, xir Iy hodc truyén tai
[10].

An toan thong tin c¢6 thé dugc chia
thanh ba thanh phan chinh d6 14 an toan
may tinh va dit liéu (Computer & data
security), an ninh mang (Network security)
va quan ly an toan thong tin (Management
of information security). Ba thanh phan nay
c6 quan hé mat thiét va giao thoa v6i nhau,
trong d6 phan chung cia ca ba thanh phan
trén do 1a chinh sach an toan thong tin.
Trong dd, an toan may tinh va dit li¢u bao
gdm cac ndi dung dam bao an toan cho hé
didu hanh, tng dung, dich vu ciia may tinh;
van dé diéu khién truy nhdp trén hé thong



may tinh; van dé ma hoa va bao mat dit liéu
lién quan dén may tinh; vin d& phong
chéng phén mém doc hai; viéc sao luu tao
du phong dit li€u, ddm bao dit li¢u luu trong
may tinh khong bi mat mat khi xay ra sy c6.
An ninh mang 1a viéc ddm bdo an toan cho
hé thong mang va cac thiét bi lién quan khi
thong tin dugc truyén tai trén mang, nham
chéng lai cac tan cong, xAm nhdp trai phép
tir bén ngoai hé thong. Quan ly an toan
thong tin 1a viéc quan ly va giam sat viéc
thyc thi cac bién phap nham dam bao an
toan thong tin cho hé thdng.

2.2. TAm quan trong ciia viéc dam bao an
toan thong tin

Tur khi cong ngh¢ thong tin ra doi thi
viéc chia s& thong tin 1én hé thong may tinh
tr¢ thanh mot thdi quen thudng xuyén cua
ngudi ding va né gan véi qua trinh sir dung
may tinh. Ngay nay, khoa hoc k¥ thuat va
cong nghé bung nd va phat trién mot cach
nhanh chong, dic biét 1a sy ra doi va phat
trién cua cac thiét bi cam tay, cong nghé
internet két ndi van vat va dac biét 1a cong
cudc chuyén doi s6 dang dién ra manh mé
thi s6 lugng nguoi dung mang Internet va
) luong thiét bi két ndi vao mang Internet,
) lugng dir li€u va thong tin chia s& lén
mang da tang 1én rat nhiéu.

Theo Statista nghién ctru cho thiy sb
luong cac thiét bi co két ndi Internet 1a
khoang 15 ty va trong nhiing nim gan day
d3 tang manh 1én hon 28 ty thiét bi, co
khoang 15,14 ty thiét bi IoT duoc két nbi
tinh dén nam 2023, twong duong véi gan
gip d6i tong sb ngudi trén toan thé gidi.
Finance Online nghién ciru va cho biét khéi
luong trong s6 nay du kién s& tang 1én theo
thoi gian va 1én hon 25 ty trong vong 7 nam
toi[12].

Theo sb liéu nghién ctru cua cac t6
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chirc quan ly [12] thi s lugng vi pham an
toan thong tin tang lén theo thoi gian vanam
sau ludn cao hon nam trude, s6 luong su )
va thiét hai do mat an toan thong tin gy ra
lam anh huéng dén doi sdng ca nhan ciing
nhu hoat dong cua cac to chire 14 rat 1on. S6
luong thiét bi két ndi ting trudong nhanh
chong s& kéo theo s6 luong thong tin chia s&
1én mang cang nhiéu va nguy co bi xdm hai
thong tin, khong dam bdo an toan thong tin
ciing tang theo. Vi vy, néu nguoi st dung
khong dugc trang bi ki nang, khong duoc
bdi dudng ning luc sé dé khai thac sir dung
thi s& dan dén nguy co mat an toan thong tin
va gy thiét hai cho c4 nhdn, co quan, to
chirc va nha nudc. Viée trang bi ngudn lyc,
k¥ thudt va nang cao ky niang sd cho con
nguoi dé dam bao an toan thong tin va sin
sang tng pho véi su ¢b an toan thong tin 1a
hét stc can thiét. Chinh vi vay, viéc nang
cao k¥ nang va nang luc an toan thong tin
cho ngudi sir dung nhiam dam bao an toan
thong tin trong cac hoat dong cé nhan cling
nhu cta céc to chiic trong cua doi séng xa
hdi tré thanh nhi€ém vu quan trong hién nay.
2.3.Niing lwe s6

Nang luc s6 1a khai niém dung dé danh
gia vé kha nang ctia mot ngudi trong viée
khai thac sir dung, quan ly may tinh, khai
thac cong nghé thong tin, khai thac mang
internet dé thyc hién mot hay nhiéu cong
viéc trén moi truong sd. Co rat nhiéu nghién
ctru dinh nghia vé nang luc $6, dudi day la
mot s6 dinh nghia.

Theo Law, N. va cac cong su thi nang
luc s6 12 nang lyc tong hop ciia mot ngudi
vé kha ning st dung may tinh, sir dung
cong nghé thong tin, nang lyc thong tin va
nang luc truyén thong [9].

Theo Tén, D. N va cac cong su thi nang
luc s6 14 kha ning ctia mot ngudi c6 thé sir
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dung cac cong cu ctia cong nghé dé phuc vu
cong viée, gidi tri va cac hoat dong khac
mang lai hiéu qué cao va an toan trong cong
viéc. Trong d6é danh gia kha ndng lam chu
cac phuong tién cong nghé dé tim kiém, sir
dung, luu trit, trao doi thong tin va khai thac
thong tin qua Internet 1a yéu t6 ¢6t 161 [ 7].

Trén co s¢ dinh nghia nang luc s6, nam
2018, UNESCO dwa vao khung ning luc sd
ctia chau Au va két qua khao sat khung ning
luc s6 tai 47 qudc gia da dé xuat khung ning
luc s toan cau (Digital Literacy Global
Framework - DLGF) bao gdm bay ning luc
nhusau[l1]:

- Nang lyc van hanh cac thiét bj va
phan mém;

- Néng luc vé thong tin va dir li€u;

- Giao tiép va cong tac;

- Sang tao ndi dung so;

- Nang luc véan toan;

- Ning luc giai quyét van dé;

- Ning luc lién quan dén nghé nghiép;

Nhu vdy, nang lyc an toan thong tin la
mot trong bay nang luc sé quan trong ma
mdi ca nhan déu can phai co dé c6 thé thuc
hién t6t cac hoat dong cua minh trén moi
truong sb, tr d6 mang lai hiéu qua cong
viéc tét hon. Nang luc an toan thong tin co
mdi lién hé chat ché véi cac nang luc khac
va c6 anh hudng dén cac nang luc do.
3. GIAI PHAP PAM BAO AN TOAN
THONG TIN CHO NGUOI DUNG
TRONG CAC TRUONG PAIHQC
3.1. Thuec trang chuyén déi s6 trong cac
truong dai hoc

Cudc cach mang ky thuéat sb6 da tac
dong toan dién dén thé gidi va chuyén dbi
s6 da tro thanh xu hudng phat trién ciia mdi
qudc gia trén moi linh vyc. Thoi gian qua,
chuyén ddi sé trong nude da c6 nhiéu hoat
dong dién ra voi cac dac diém va didu kién
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trién khai khac nhau. Pé dap Gmg nhu ciu
va theo kip su phat trién cta thé gi¢i Thu
tudng Chinh phit da ban hanh Quyét dinh s6
749 Qb/TTg ngay 03/6/2020 phé duyét
“Chuong trinh chuyén ddi s6 quc gia dén
nam 2025, dinh huéng dén nam 2030” véi
dﬁy du cac ndi dung nham thuc hién
Chuong trinh chuyén doi sé qudc gia.
Trong d0, ¢6 ndi dung chuyén ddi sb trong
gido duc va dé ra muc tiéu ciing nhu danh
gia vai tro quan trong k¥ nang su dung cong
nghé thong tin, an toan thong tin & cic cap
hoc trong d6 co6 bac dai hoc. Tu quyét dinh
do, Bo GD&DT da xay dung va ban hanh
nhiéu vin ban nham chi dao thuc hién va
trién khai cdc hoat dong chuyén ddi sd
trong dao tao dai hoc ¢ Viét Nam. Vi vay,
hiénnay h¢ théng cac truong dai hoc trén ca
nude dang tién hanh thuc hién chuyén doi
s6 mot cach manh mé, ngay trong thoi ky
anh huong cua dai dich COVID-19. Cac
truong da dan hinh thanh hé sinh thai dai
hoc s6 va hién nay dang ting budc chuyén
d6i s6 voi cac linh vue nhu dao tao, quan 1y,
tainguyén, nhan luc.

Nhiéu truong dai hoc d3 timg budc
trién khai hoat dong chuyén dbi sé cua
minh, dién hinh nhu Truong Pai hoc Bach
Khoa Ha N6i d trién khai hé thong dao tao
truc tuyén trong thoi ky COVID-19 thong
qua viéc mua cic phdn mém cta Microsoft
dé viéc giang day online c6 thé duoc trién
khai mot cach t6t nhit, dong thoi dé xudt
timg budc s6 hoa dé trién khai hé théng hoc
lidu sd valéphoc sé [6].

Truong Pai hoc Su pham Ky thuat
thanh ph6 H6 Chi Minh da x4y dung duogc
nén tang day hoc s6 vai trung tdm day hoc
40 dé td chirc cac khoa hoc truc tuyén hoan
toan trén moi trudng mang Internet, theo do6
tat ca tai nguyén hoc tap, hoat dong day hoc



da duogc luu trir trén nén tang sb. Lanh dao
truong da co ké hoach cu thé vi vay hau hét
cac hoat dong trong nha truong da dugc
trién khai tir rit sém va budc dau mang lai
nhitng két qua kha quan [3].

Truong Dai hoc Cong ngh¢ Thong tin
va Truyén thong - Dai hoc Thai Nguyén da
xay dung kién tric dai hoc s6 tong thé dong
thoi xdy dung 10 trinh thuc trén cdc ndi
dung chuyén d6i s trong dao tao bang cach
ding cac phin mém dao tao truc tuyén, cac
kénh dé truyén thong tuyén sinh. Xay dung
hoc liéu sb véi sd luong dau sach, tap chi,
ebook, co s¢ dir liéu trong thu vién ciia nha
truong hién nay dat 18.540 cudn. Chuyén
d6i sb trong quan ly thong qua hé thong
quan ly hoc tap LMS trién khai ap dung cho
tat ca cac loai hinh dao tao. Chuyén ddi sd
trong nghién ctru khoa hoc, Nha truong ddc
biét quan tam dén viéc dau tu cac phén mém
phuc vu quan 1y, giang day nhu cac phan
mém Gerber, Lectra, Autocad, céc phén
mém md hinh ao [4].

Truong Pai hoc su pham Ky thuat
Vinh d trién khai chuyén déi sé bang cach
tang cuong ung dung cong ngh¢ thong tin
trong hoat dong dao tao va nghién ctru khoa
hoc, trong chuyén ddi sb hoc liéu phuc vu
dao tao, tuy nhién qua nghién ctru cho thiy
ha ting coéng nghé thong tin co ban con
thiéu cho viéc trién khai hoc tap, giang day
va nghién ctru khoa hgc cua Nha truong.
Qua trinh s6 héa va xay dung hoc li¢u $6
dang con manh mun, nho 1€, chua c6 hé
thong va kho kiém soat chat lugng, day
cling la mot trong cac tinh trang chung cua
cac truong dai hoc c6 quy mo nho, dai hoc
diaphuong|[1].

Ngoai ra, mot sd truong ciing da trién
khai theo dac thu cua minh, Truong Pai hoc
Kinh t& Qudc dan tién hanh cung cép toan
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bd bai gidng, gido trinh cua truong dudi
dang hoc liéu sb dé trién khai dao tao truc
tuyén. Nha truong da ¢ chi truong chinh
sach vé chuyén ddi s, co s6 ha téng va hé
thong phan mém vé co ban dap tmg dugc
cho qua trinh chuyén d6i sd, vé doi ngii con
ngudi duoc trang bi kién thirc co ban vé
chuyén d6i sé. Truong Pai hoc Ngan hang
thanh phd HO Chi Minh di trién khai
chuyén doi sé voi hoat dong sb hoa tai
nguyén phuc vu dio tao va trién khai hé
thong day hoc E-Learning c6 sy hd trg ctia
cac cong cu dé to chire, quan ly qué trinh
dao tao trén nén tang s6. Truong DPai hoc
Cong nghiép Ha Noi da xay dung quy trinh
chuyén dbi sb, trudng da chuyén doi sd
trong cac hoat dong quan 1y, dao tao, tuyén
sinh, d4nh gia két qua hoc tap. Truong Dai
hoc Ngoai ngir - Pai hoc Pa Nang da xay
dung muyc ti€u cy thé cho hoat dong chuyén
d6i s trong dao tao 14 tmg dung cong nghé
thong tin vao day hoc va cac bude dé tién
hanh chuyén ddi s6 cho cac hoat dong trong
Nha trudng vé6i cc chi tiéu then chdt va ké
hoach nham timg budc hoan thién qua trinh
chuyén d6i s6.

Truong Pai hoc Quang Binh tung
budc xdy dung cac hé thong quan 1y hoc
lidu sd, xay dung bd suu tap s6 m& va ndi
sinh, trién khai hé thong ddo tao truc tuyén,
xay dung cac co s dit liéu s6 phuc vu kiém
dinh chét lugng gido duc, vv.

Dé nim bit tong quan vé tinh hinh
chuyén d6i 6 tai cac co so gido duc dai hoc
0 Viét Nam thong qua mo6 hinh SAMR [2],
tac gia Nguyén Thi Duyén da nghién ciru va
chi ra viéc chuyén doi sé o cac trudng dai
hoc tap trung vao danh gia cac hoat dong
16n: trong phuong phap giang day, trong
quan ly va trong cong nghé. Nhin chung,
cac hoat dong chuyén di s6 ctia cac truong
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déu dang dién ra theo chiéu hudng tich cuc,
co ban dép Gmg yéu ciu vé ung dung cong
nghé trong day hoc va theo kip xu thé trén
thé gidi.

Trong mot nghién ctru khac cua To
Hong Nam [5] cho thdy cac trudng dai hoc
trén toan qudc dd c6 nhiéu thanh tyu trong
hoat dong chuyén doi s6 cia minh. “Ddi voi
ha tang cong nghé thong tin co ban dam bao
dé thuc hién chuyén ddi sb, 100% cac
truong c6 phong may tinh, c6 hé thong
mang cuc bg, internet va wifi, co trang
thong tin dién tir; 90% cac truong ban hanh
cac quy ché vé an toan thong tin; trén 90%
cac trudng st dung phin mém quan ly dao
tao, phan mém quén 1y van ban; trén 60%
sir dung phan mém quan ly nhan sy va quan
ly tai san, thiét bi. Di véi chuyén ddi s6
trong dao tao va nghién ctru khoa hoc, trén
50 trudng c6 hé théng quan 1y hoc tap; c6
khoang 110 truong (chiém khoang 50%
téng sb cac truong) trién khai do tao chinh
quy truc tuyén; khoang 60% cac trudng
trién khai hoc liéu s6 va hé thong thi tric
nghiém; trén 70% truong da trién khai hé
théng thu vién dién ti”.

Nhu vy, cac hoat dong chuyén ddi sb
cua cac truong dai hoc trong ca nudc da
duogc chu trong va budce dau di cé nhimg
két qua nhat dinh. Diéu nay mot lan nira
dugc BO Gido duc & Pao tao khing dinh
trong bao c4o tinh dén thang 7 nam 2024,
theo d6 da xdy dung duoc co so dit liéu vé
gido duc dai hoc v6i 470 co so dao tao dai
hoc tham gia, trong d6 cd hon 25.000
chuong trinh dao tao duogc chuyén ddi sd,
¢6 hon 100.000 hd so can b, giang vién
duoc s6 hod va gﬁn 3 triéu ho so nguoi hoc
duogc s6 hoa, ddong bo dit 1iéu vé sinh vién da
ra truong da két ndi va dong bo chia sé dix
liéu viéc lam cuia trén 97.000 sinh vién da
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tbt nghiép. Pa dua vao st dung dich vu
cong truc tuyén phuc vu gan 700.000 thi
sinh dang ky cac nguyén vong tuyén sinh
vao dai hoc, thanh toan 1¢ phi xét tuyén truc
myén va thi sinh xdc nhan nhdp hoc truc
tuyén[8].

Song song véi viéc chu trong hoat
dong chuyén ddi s6, nhiéu truong dai hoc
d3 c6 chién luoc dao tao nganh cong nghé
thong tin va thanh 1ap cac trung tdm nghién
ctru va g dung cong nghé, trang cap thiét
bi, ning cdp ha tang co s vat chat cong
nghé thong tin dé diy manh va hd trg hoat
dong chuyén doi sb, trong d6 chu trong dén
van dé bao mat va an toan thong tin, cac
thiét bi, cong nghé hd trg van dé an toan
thong tin nhu hé thong may chu, hé thong
cac thiét bi an toan thong tin, hé thong cac
phan mém kiém soét an toan thong tin cho
thiét bi va nguoi sir dung d duoc nang cap
vamuamoi.

Bén canh nhiing thuén lgi va Kkét qua
dat duoc thi viéc chuyén ddi sb trong cac
truong dai hoc ciing gap nhiéu kho khin
nhu hé thdng vin ban chua hoan thién, cac
hoat dong chuyén d6i sé mang tinh doc lap
chwa ddng b, kinh phi han hep, chua thng
nhét quy trinh, thiéu sy gin két chia sé gitra
cac truong.

Nhiéu chinh sach lién quan dén hoc
lidu, s& hitu tri tué, ban quyén tac gia con
chua diy du dé hd tro viée chuyén doi sd.
Viéc nhan thuec, thdi quen, tu duy vé chuyén
d6i s6 chua dugc lan toa dén toan thé nguoi
hoc, can bo quan ly, giang vién; chua sin
sang thay d6i va tiép can voi moi truong sb
dé 6 thé hoc moi lic, moi noi nhim tiép thu
kién thirc d& dang thuén tién hon. Nhiéu
don vi con bi dong trong viéc thuc hién
chuyén doi s6, kha ning s6 hoa va thich img
v6i day hoc truc tuyén cua hé théng gido



duc s6 con thap. Mot sb truong ha tang cong
nghé thong tin van chua dap tmg yéu cu
hoc tap va twong tic s6 moi ltic moi noi.
Nguon tai nguyén sé chua nhiéu va chua
déng bd, mang tinh nho 1€, ndi sinh, hé sinh
thai gido duc s6 chua hoan thién va phat
trién. Van dé quan tri s6 va dac biét 1a an
toan thong tin trong moi trudng s chua
duoc chu trong. Hé théng bao mat chua
cao, vi¢c gido duc, y thirc ddm bdo an toan
thong tin trong truong hoc chua dugce chu
trong, cac cong nghé, giai phap va phan
mém tng dung trong cong tic dam bao an
toan thong tin chua cé.

Nhu vy, cac hoat dong chuyén ddi sb
clia cac truong dai hoc chil yéu tap trung
vao cac ndi dung sau:

- Chuyén d6i sd ha ting coéng nghé
thong tin, duong truyén, dich vu Internet va
céc trang thiét bi lién quan.

- Chuyén d6i s6 lién quan dén dao tao
nhu hoan thién quy dinh chuong trinh hoc
truc tuyén, trién khai dao tao truc tuyén.

- Chuyén doi sb trong quan ly gido duc
thong qua viéc xay dung cadc mo hinh quan
ly, cac quy dinh quan ly trong hoat dong sd.

- Chuyén dbi sb trong cac hoat dong
day, hoc nhu xay dung bai gidng, gido trinh
s, chuwong trinh sd.

- Chuyén d6i s6 trong kiém tra, danh
gia két qua hoc tap.

- Chuyén d6i sb trong tai nguyén va
hoc liéu, s6 hoa, xay dung, cap nhat hoc liéu
s6, chia sé hoc liéu s6.

- Chuyén ddi s6 trong cong tac truyén
thong tuyén sinh, dang ky cic nguyén vong
tuyén sinh vao dai hoc, thanh toan 1€ phi xét
tuyén, xac nhan nhap hoc truc tuyén.

- Chuyén ddi s6 trong nghién ctru khoa
hoc va dao tao nhan luc chuyén ddi sb.

- Chuyén déi s trong quan 1y hd so
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can b, giang vién, sinh vién.

- Chuyén d6i s6 trong cac dich vu gido
duc nhu déng hoc phi, bao hiém, cung cap
thong tin ngudi hoc sau khi tét nghiép.

- Chuyén dbi s trong viéc dam bao an
ninh mang va cac hoat dong chuyén doi sd
khéc.

3.2. Gidi phap dam bdo an toan thong tin

Dam bdo an toan thong tin cho mdi
truomg dai hoc va mdi nguoi khi tham gia
vao hoat dong gido duc 13 yéu cdu co ban
nhung lai quyét dinh dén hiéu qua trong
sudt qua trinh dién ra cua hoat dong gido
duc. Pam bdo an toan thong tin c6 thé duoc
xem 13 mot trong cac yéu té vo cling quan
trong trong khi trién khai cac hoat dong s6
trong moi truong gido duc hién nay. Dam
bao an toan thong tin 14 nghia vy va trach
nhiém cia cac to chirc gido duc va mdi cong
dan khi tham gia vao hoat dong gido duc do.
Vi vy, mdi truong dai hoc va ca nhan tham
gia hoat dong gido duc can thyuc hién cac
giai phap ting cuong nham bao dam an toan
thong tin, ddm bao bao mat thong tin, dam
béo tinh toan ven thong tin va san sang dap
g thong tin cho cic hé théng thong tin
quan trong phuc vu moi hoat dong gido duc
vadao tao cling nhu cac hoat dong trong doi
séng x4 hoi. Viéc dam bao an toan thong tin
nay lién quan dén cac t6 chirc gido duc ma
cu thé 1a cac truong dai hoc va ngudi tham
gia vao hoat dong gido duc do 1a cén bo,
giang vién va sinh vién trong cac truong dai
hoc. Trén co so nghién ctru thuc trang va rut
ra duoc 11 ndi dung chuyén dbi sd trong cac
truong dai hoc trong muc 3.1, chung t6i dé
xut hai nhom giai phap lién quan dén hai
dbi twong trén 11 ndi dung 6 nhur sau.

a. Déivdi cdc trwong dai hoc

La céc t6 chuc gido duc quan ly va dao
tao nguoi hoc, ¢é vai tro dinh huéng chu
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truong, chinh séch, chién luoc phat trién
chuyén ddi s cua nha truong, vi vy viéc
dam bdo ndng luc an toan thong tin cho céac
hoat dong gido duc cta cac truong dai hoc
la vO cung quan trong, chinh vi vay céc
truong dai hoc can phai:

- Ban hanh chu truong, chinh sach vé
chuyén ddi sb cuia minh mot cach vi md, dai
han nhung mang tinh cu thé véi timg noi
dung lién quan dén hoat dong chuyén d6i s6
cta Nha truong.

- Quan ly chat ché toan by thong tin
cua don vi va cac cd nhan trén moi truong
mang trén co s¢ phap luat va cong udc qudc
té. Xay dung, trién khai cac quy dinh ni bd
c6 tinh phap 1y dé dam bao an toan thong tin
va dir liéu trong nha truong.

- Trong qua trinh thyc hién chuyén doi
s0 n6i chung va trang cp cac hé thong phan
mém can phai dam bao an toan thong tin
ngay tir khau thiét ké, dam bao an toan thong
tin theo mo6 hinh 4 16p da dugc B Thong tin
va Truyén thong quy dinh. Cac hé thong
thong tin trong nha truong can phai dugc
kiém tra va xdy dung véi cdp do an toan
thong tin phu hgp trong tirng cong viéc.

- Phé bién Ludt An ninh mang, quy
dinh vé hoat dong bao vé an ninh quéc gia
va bao dam trat tu, an toan, xa hoi trén
khong gian mang. Pho bién cac quy dinh
phap ly cia Nha nudc lién quan dén an toan
thong tin dén timg d6i twong dé nim bt va
van dung hop ly trong cong viéc cua minh.

- Trién khai c4c hoat dong theo Chi thi
s 18/CT-TTg ngay 13/10/2022 cia Thu
tuéng Chinh phu vé ddy manh cong tac ing
ctru su ¢d an toan thong tin mang.

- Tang cudng thong tin va tuyén truyén
vé an toan thong tin dén can bo, giang vién
va sinh vién nhdm nang cao nhén thirc cia
cac ddi tuong vé an toan thong tin va nhiing

36

mdi de doa tiém 4n lién quan dén an ninh
mang trong qud trinh thyc hi¢n céc hoat
dong ctia minh.

- Pay manh cic giai phap bao mat
thong tin, tdng cuong gidm sat va bao vé dir
liéu dao tao, kho tai nguyén s6, tai san so
hiru tri tu€, cac cong trinh nghién ctru khoa
hoc, sach va cac loai tai nguyén sd khac
nham bao dam an toan cho cac ung dung,
dich vu trén nén tang s6, dac biét 1a cac hé
thong quan ly tai nguyén thong tin cta
giang vién va sinh vién, ddm bdo tinh bao
mat variéng tu cho dir li€u cd nhan.

- Nang cao ning luc va kién thirc an
toan thong tin cho can bg, gidng vién va
sinh vién trong hoat dong chuyén doi sé va
cac cong viée trén moi trudng sé thong qua
cac khoa dao tao, tap huén, bdi dudng véan
toan thong tin, vé phong chdng céc cudc tan
cong mang va xir 1y s ¢d an ninh mang.

- Xay dung va trién khai cac chinh
sach, quy trinh, quy dinh vé an toan thong
tin, an toan di li¢u trong nha trudong, dac
biét 1a cac dit liéu nhay cam dé mdi can bo,
giang vién va sinh vién dam bao co su hiéu
biét va tuan thu quy tic an toan thong tin
mot cach toan dién va nhat quan.

- Thanh lap d6i xur ly sy ¢d vé an toan
thong tin mang trong nha trudng dong thoi
tham gia vao mang ludi tmg ctu sy ¢b an
toan thong tin cua B Gido duc va Bao tao,
Bo Thong thong tin va Truyén thong va
mang ludi quéc gia dé nhan dugce su tu van,
hd tro xtr Iy kip thoi cac su ¢b gdy mét an
toan thong tin trong qua trinh thyc hién cac
hoat dong ctia minh.

- Tiép tuc hoan thién va déng b0 co s&
ha tang, thiét bi cong nghé thong tin dé phuc
vu moi hoat dong $6. Nang cao cac giai
phap bao mat co so dir liéu trong gido duc.
Tang cuong ap dung cac cong nghé cao



trong bdo mat va an toan thong tin, c6 cac
giai phap sao luu du phong va nang cao chat
luong quan ly an toan thong tin dé thuc day
va phat trién cac hoat dong s6 trong moi
truong gido duc.

- Xay dung cac chién lugc an toan
thong tin thong qua cac gidi phdp ma hoa
thong tin dit li¢u ctia Nha truong, trién khai
chir ky s6 va cac k¥ thuat dam bao an toan
thong tin nhu diéu khién truy nhép; tuong
lira; cac hé thong phat hién va ngan chin
xa4m nhap; cac cong cu ra quét phan mém
doc hai.

- Thuong xuyén thuc hién kiém tra,
danh gia va cai tién hé thong an toan thong
tin cho may chu, may tinh tram, cac hé
thong dio tao, hé théng quan ly, hé thong
day hoc truc tuyén, hop tac véi cac co quan
chtc nang chuyén vé an toan thong tin dé
giao luu, hoc hoi, chia sé thong tin, kinh
nghiém trong cong tac chuyén ddi sb, cong
tac an toan thong tin, bao mat dir li€u va
thong tin cad nhan.

- Nhan dién cac nguy co gdy mat an
toan thong tin dé thuong xuyén tuyén
truyén va phd bién cic dang tdn cong
thudng gip lam mat an toan thong tin nhu
tan cong vao mat khau; tan cong bang ma
ddc; tan cong tu chdi dich vu; tin cong gia
mao dia chi; tdn cong nghe 1én; tan cong
bang bom thu va cac kiéu tin cong khac cho
ngudi dung. Cong khai cac dang phan mém
doc hai dé moi nguoi cling tranh va dé
phong nhu phan mém Logic bomb; Trojan
Horse; Back door; cac loai virus; Worm;
Zombie; Rootkit; Adware va cac loai phﬁn
mém khc.

- Thiét 1ap ché do phan quyén, khai
thac tai nguyén trong cac hé théng dung
chung nhu thu vién s6, cac phan mém quan
ly sinh vién, quan ly dao tao hay cac hé
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thong phan mém khac.

- Tién hanh kiém tra, xr Iy va c6 ché tai
khi céc cd nhan hay don vi vi pham an toan
thong tin dé nang cao hi¢u qua viéc bao vé¢
thong tin trén mang.

b. Déi véi cdn bj, gidng vién va sinh
vién

La nhitng ngudi truc tiép thuc hién cac
hoat dong trén moi trudng s6 mot cach
thuong xuyén, 1a dbi tuong twong tic va
tiép can ciing nhu thyc hién cac quy trinh,
noi dung, thao tac trong moi truong sd. Vi
vay, mdi ddi twong can phai:

- Thyc hién nghia vu cong dan vé viée
dam bdo an toan thong tin trong ludt an ninh
mang va cac quy dinh khac ctia Nha nude
va Phap luat khi tham gia cac hoat dong
gido duc trén moi truong sb, tham gia
chuyén d6i s6.

- Khong ngurng nang cao nang luc va
kién thirc an toan thong tin ctia ca nhén,
tham gia ddy du cac khoa dao tao, tip huén,
bdi dudng vé an toan thong tin, vé phong
chéng cac cudc tin cong mang va xir Iy su
¢ an ninh mang néi chung va danh cho
gido duc ndi ri€ng ma nha trudong va cac
don vi t6 chiic.

- C6 nhan thirc ddy du, dung din vé
tAm quan trong cia viéc dam bao an toan
thong tin trong moi truong gido duc s6 dé
tranh nhitng nguy co gy mat an toan thong
tin cho ca nhan va Nha truong khi thuc hién
cac hoat dong gido duc.

- Khi sir dung mang xa hdi va cac hoat
d6ng trén moi trudng s6 can phai kiém tra
tinh x&c thyc cua thong tin trude khi thyc
hién cac hoat dong cua minh, ludn ludén co6
y thire dé& phong va thuc hién bao vé an
toan ca nhan ciing nhu cua td chirc trude
cac thong tin khong lanh manh trén moi
truong mang.
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- Tang cuong sir dung céc giai phap
bao mat va an toan thong tin trén thiét bi ca
nhan, thuong xuyén cap nhat cac phién ban
phan mém bao mat dé bao vé may tinh va
thiét bi s6 khac khoi cac nguy co mat an
toan thong tin va dit 1iéu ca nhan. Tranh sur
dung céc thiét bi cling nhu hé théng mang
khong an toan dé thuc hién céc hoat dong
gido duc.

- Piy manh qua trinh bao vé an toan
thong tin ca nhan trong moi tinh huéng, moi
lac, moi noi dé thong tin ¢4 nhan khong bi
tiét 16, ddn dén tinh trang d4nh cip thong tin
phuc vu truy cip bat hop phép, lira dao, gia
mao va chiém doat thong tin, tai sdn ca nhan
cling nhu cua cac t6 chie x4 hoi. C6 trach
nhiém cao khi cung cip nhing thong tin 1én
mdi truong mang, than trong khi chia s€ va
tuong tac thong tin [én mang Internet.

- Nang cao y thirc toan dan bao v¢ an
toan thong tin cia minh va tuyén truyén
rong rii trong nhan dan. Khi c6 sy ¢6 nhanh
chdng bao cdo cho Nha truong va co quan
churc nang dé duoc hd trg, xtr ly cac van dé
lién quan dén an toan thong tin ctia ca nhan
vadon vi.

- Biét nhén dién cac nguy co giy mat
an toan thong tin thong qua cdc phuong
thirc tAn cong va phan mém doc hai nhu tin
cong vao mat khau; tin cong bang ma doc;
tan cong tir chdi dich vu; tin cong gia mao
dia chi; tAn cong nghe 1én; tin cong bang
bom thu; phﬁn mém doc hai Logic bomb;
Trojan Horse; Back door; cac loai virus;
Worm; Zombie; Rootkit; Adware va cac
loai phan mém khac.

- Nang cao nang lyc quan ly an toan
thong tin cd nhan, xay dung va hoan thi¢n
dao dirc an toan thong tin ciia mdi c4 nhan dé
ngay mdt hoan thi¢n nang luc an toan thong
tin cua minh, ttr d6 phat huy hi¢u qua cong
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viéc va moi hoat dong trén mai trudng s0.

- Khong cung cép hay dé 16 cac loai tai
khoan, dinh danh s6 ctia ¢4 nhan nhu thong
tin vé thé can b, giang vién, sinh vién cho
nguoi khac trén moi truong mang.

- Khéng cung cdp cac tai khoan sir
dung thu vién s6, cac hé théng phén mém
quan ly dao tao, hoc truc tuyén, cac hé
thong phan mém khac cho nguoi la. Khi sir
dung can tudn thii cic quy dinh ctia Nha
truong, nhit 1 bao quan tai khoan va dinh
danh va thong tin dir li¢u lién quan.

- Khi str dung cac nén tang, cong cu dé
thuc hién chuyén ddi s6 hay tham gia cac
hoat dong day hoc, nghién ctu trén moi
truong s can lwa chon, st dung cac cong
cu, hé thong c6 tinh chinh quy, c6 ngudn
gdc xuat x{r rd rang dé tranh bi ro ri hay bi
danh cap thong tin khi st dung.

- Khi tham gia cac hi nhom trén mang
xd hoi can tim hiéu va ndm bit céc to chirc
thong tin c6 tinh phap ly dé tranh bi lira
hoic 16i kéo vao cac hoat dong chong pha
nha nude va pha hoai thong tin quéc gia.

- Khi thyc hi¢n cac giao dich ca nhan
can str dung cac yéu td xac thuc hai 16p hay
béo mat ca nhan dé dam bao an toan dix liéu.
4.KETLUAN

Cudc cach mang cong nghiép 1an thir 4
ra doi va phat trién cing véi cong cudc
chuyén d6i s6 dang dién ra mot cach manh
mé da va dang mang dén cho nganh gido duc
n6i chung céc truong dai hoc néi riéng nhidu
co hoi phat trién nhung ciing kém theo
nhiing thach thirc trong d6 c6 van dé an toan
thong tin va dir liéu. Do do, cac truong dai
hoc can tién hanh xdy dung cac ké hoach co
tam chién lugc vé an toan thong tin va dir
liéu, cé cac phuong an nhan dién cac nguy
co, gy mat an toan thong tin tir d6 nng cao
trach nhiém, nghia vu cta mdi ca nhan trong



viéc dam bao an toan thong tin va dir liéu dé
c6 thé tham gia vao hé thong gido duc dai
hoc mot cach an toan va dap tng tdt moi
cong viée trong thoi ky chuyén déi sd. Cac
truong dai hoc tiép tuc tién hanh xay dung,
hoan thién hé thong quy dinh vé bao dam an
toan thong tin, tao co so phap 1y vimng chic
bao dam su an toan, tin cdy trong qua trinh
chuyén dbi sd, quan ly hoat dong cua ca
nhan va cac don vi trong nha truong dé dam
bao an toan thong tin mot cach tot nhat.
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