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Trong d6 cac tham s 1,7, phu thude
Roferonr Rpulldown var la ty 1€ cua
Ryrr va Rop, 1y la ty 1€ clia Ryyiqown VA
Ron, p;(T) 1a tinh di dong, D la do dai
cua thiét bi, xo, x¢ 1a trang thai 6 nh¢ luc
ban dau va khi két thic. Theo nhu cong
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thirc thi thoi gian ghi lién quan dén nhiét
do, néu nhiét 4o tang thi thoi gian ghi sé
giam, d9 day céc 6 nh¢ tang thi thoi gian
ghi sé& tang (Hinh 1). Cac tham sb dugc st
dung trong bai bdo nay véi cac thong sb
cu thé trong Bang 1.

1 UO Ac hkril]b higlc b ]x]
Tham s6 Gia tri Mo ta (don vi tinh)
a 0.15 Hinh hoc tinh thé (nm)
Nang lugng hoat dong ion
E, 0.18 V)
s Hang s6 Boltzman
kg 8.6173303x10° eV K-
f 10 Tan s6 nhay (THz)
q 2 Cuong do ion
v, 10 Dbién ap ghi (V)
Hing so Gia tri M6 ta (don vi tinh)
T 300 - 400 Nhiét do (K)
D 10 Do dai (nm)
R, 100 Dién trd bat (ohm)
Rosf 16000 Dién tro tit (ohm)
Ryutidown 1000 Dién tro kéo xudng (ohm)
X0 0 Trang thai bat dau
Xf 1 Trang thai két thiic
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Hinh 3 mo6 phong Bit-aliasing theo
bo dém tan sb. Thoi gian ma Bit-aliasing
dat dugc 50% trong thi nghiém nay la
t=7.137us tai nhiét d¢ 300K.

Khi bo dém tan so tang thi thoi gian
ghi giam nghia 1a thoi gian do 1a 4 Iech
thoi gian t. Vo1 duong phia trén, thoi gian
tr di d§ 1€ch thoi gian, duong phia dudi
la thoi gian cong voi do léch. Tu do,
chung t6i c¢6 Bit-aliasing theo tan s. P
léch 1a 16i thoi gian. Ldi thoi gian anh
huéng dén bit-aliasing va lam né bi thay
d6i theo gia tri 15i thoi gian 16n va nho.

Chung t6i xem xét truong hop bd
dém tan sd 1a 10MHz, tuong duong voi
0.1 ps, gia tri 16n nhét cua Bit-aliasing 1a
55.6370 (tai 7.2 us) va gia tri nho nhét 1a
46.3410% (tai 7.1 us). Kha ndng ma cac
phién ban khac nhau ctia PUF san xuit ra
cac phan hdi giéng nhau 1a rat thip néu
Bit-aliasing dat gan gié trj 1y tuong. Theo
Hinh 3, bo dém tan sb cang cao (thoi gian
16i cang nho) thi Bit-aliasing cang dat gia
tri ly twong. Bo dém tan sb 1a ty 1¢ nghich
v6i thot gian ghi cua cac 6 dién trg nho.
Pé ting do chinh xac cua Bit-aliasing, 15i
Bit-aliasing phai giam boi nhiéu mau tuan
tir (phan 4.2).

The timer: T 146, #5001 4929, 4 188, ) 868, nespecimoedy
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Hinh 4 dién ta ty 1& phan trim cua
s6 luong cac 6 duoc ghi theo thoi gian va
thoi gian dé 1dy duoc 50% s6 luong cac 0
v6i su thay doi nhiét d6. Khi nhiét do
giam, thoi gian viét s& giam, vi vay thoi
gian 1y duoc 50% sb cic 6 dién tro nho
giam. Trong bai béo nay, t6i dé xuét ting
Bit-aliasing cuia PUF dua trén dién trd
nh¢ voi sy bién doi thoi gian, tuy nhién
t6i khong trinh dién gidm tan s6 ma chi
lam cho nhiét do hodc dién ap cung cép
bién ddi theo hudng giam (tai tan s6 thap)
va Bit-aliasing van dugc bao ton. Do do,
v6i tan sb hoat dong thip hon nhiéu cia
cac don vi mau, gia tri thuc nghiém cua
dé xuét ctia toi s& tang Bit-aliasing.

Trong cong thuc 1, néu nhiét do
hodc dién 4p cung cip thay ddi (thay dbi
theo hudng tdng) thi thoi gian ghi s€ thay
d6i (theo hudng giam).

4.2. Giam 16i Bit-aliasing véi nhiéu
miu

Sy thay ddi ty 1 cua Bit-aliasing 1a
16n nhét tai diém 1iy 50% khi chung ta
gia st phan bd binh thudng trén sy bién
d6i qua trinh. N6 quyét dinh phan hoi 7;
tai thoi diém t; dé liy 50% trong CDF
(Ham phan phdi tich liy, cic 6 nhd s&
duoc ghi tai mdi thoi diém s& duoc cong
don vao s6 luong cac 6 nhd duge ghi
trudc do). Khi gia tri Bit-aliasing dugc do
dat nguong, né cb ging dé dung xung
chuong trinh va 18i thoi gian nhé tai 50%
c6 thé dan dén két qua 15i 16n hon nhiéu
trong Bit-aliasing.

Chung ta c6 thé tang d6 chinh xac
bang cach st dung tan s6 cao hon cua
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mach dém gid tri 6 hodc logic chuyén
dung dé tao ra ky hiéu diéu khién cua
xung chuong trinh (c6 thé 1a bd cong
tuong ty,...). Tuy nhién, n6 lai din dén
chi phi dang ké.

Véi 16i thoi gian vira phai, chung ta
c¢6 thé giam 15i Bit-aliasing bang cach tao
gia tri cudi cung nhu 1a sy két hop cua
nhidu miu t phuong phap dé xuit.
Phuong phap dé xuat 1a iy ra 50% s
luong céac bit 1 (hodc 0) tir nhiéu mau, cé
nghia 1a tong sd lugng céc bit duoc ghi
(bit 1) va khong dugc ghi (bit 0) cua céac
phan hoi tir phan hoi r; dén phan héi 7;.
Néu s luong cac bit 1 va bit 0 bang nhau
thi chung ta s& quyét dinh thoi gian t;. Vi
du, néu c6 7 mlu véi 2%, 20%, 22%,
50%, 52%, 72% sb luong 6 nhé dugce ghi,
chung ta c6 thé tao ra 50% Bit-aliasing
bang cach két hop 20% va 70% CDF
hodc 22% va 72% cla sb lugng 6 nhod
dugc ghi (Hinh 5) thay vi st dung mot
gia tri tir 54% boi phuong phap truyén
théng.
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Hinh S. Bg 1éch cua Bit-aliasing cua tap
mau tai cac bo dém tan s6
Véi phuong phap truyén thong, tai
ty 18 50%, t=7.137us, khi 16i thoi gian

xay ra, do 1éch cua thoi gian 1a 0.063 us,
do léch phén tram 1a 5.6370%. Nguoc lai,
v6i phuong phap dé xudt, tai 18i thoi gian
tuong tu, do Iéch phﬁn tram chua dén 1%
(nghia la Bit-aliasing nhé hon 51%) va
cip phan hoi thir thach tot nhat 1a 22%-
72%. Néu lya chon tai thoi diém Iy ra cap
CDF 50%-50%, khi c6 16i thoi gian xay ra
thi viéc léy duoc 50% sb lugng cac 6 nhd
duoc ghi cling s€ bi 1éch, vi vay chiing t61
chon cac cap CDF sao cho tong gan véi
100% cac 6 dugc ghi dé trir hao truong hop
16i thoi gian do nhiét do xay ra.

Chuong trinh thyc nghiém s€ xem
xét su thay doi cua Bit-aliasing tai cac
thoi gian dé 1y ra gia tri Bit-aliasing
khéac nhau va khong phai tai 50%. Trong
chuong trinh, t6i chon cac cap 20-70%,
30-80%, 35-85%... Khi 16i thoi gian xay
ra, Bit-aliasing s& bi thay ddi tang hoic
giam, néu Bit-aliasing khong gin véi
50% thi d6 chinh xac ciing giam. D& xuat
ctia bai bao 13 1dy ra gia tri Bit-aliasing
gan nhét véi 50%, tuy nhién, do 13i thoi
gian nén t6i thuc hién vige két hop cap
CDF khac 50%-50% dé cai thién 16i.

5. KET QUA THU'C NGHIEM

Thi nghiém dugc thuc hién véi
8100 tap mau PUF dya trén dién tré nho,
mdi tdp mau biéu dién tai cac tan s6 khac
nhau (cé 9 tan sd) va xem xét 9 cip phan
trim tai CDF. Céc tdp mau ma tdi sir
dung c6 cac 6 nhd ma do day cua né duoc
tao ra mot cach ngiu nhién [4] dé tranh
truong hop nguoi dung biét trude duge
PUF. Su phan b6 ciia d6 1éch Bit-aliasing
dugc mo phdong trong Hinh 6.
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mau dan dén d6 léch nhé nhét cua Bit-
aliasing 13 quanh diém 0 1 rat nhiéu. Khi
¢6 su thay do6i nhiét do thi thoi gian ghi
cac 6 nh¢ sé& thay doi theo, dong thoi gia
tri Bit-aliasing ciling s& xay ra 15i va xa
voi gid tri ly tudng. Khi 4p dung phuong
phap d& xuét thi do léch cia Bit-aliasing
nd s€ giam téi 17% so voi phuong phép
truyén thong.

Thuét toan phan tich 18i Bit-aliasing
va sy phan bd thoi gian ghi khi Iya chon
tai cac cap CDF thay vi tai 50% nhu sau:
Input: D liéu PUF;

Dir liéu cac cap CDF;
Dit liéu bo dém tan so;
Output: - Sy phan bd cua d6 léch Bit-
aliasing.
for mdi mau PUF do
for mdi tan s6 do
for mdi cip CDF do
Lay ra s6 luong cac 6 dugc ghi
tai moi cap CDF = numl, num?2
5. Lay ra s6 luong cac 6 dugc ghi
ma duoc thém vao tr numl, num2

bl A e
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6. Tinh ty 18 phan tram cia cac 6
thém

end for;

end for;

end for;

10. Pua ra két qua do léch Bit-aliasing

5. KET LUAN

o » N

Trong bai béo nay, t6i da dé& xuét
mot phuong phap dé bao ton Bit-aliasing
dua vao mau tudn tu v6i su thay doi nhiét
do. Bit-alising 12 mot trontg nhiing hi¢u
sudt cua PUF d¢é danh gia kha nang doc
nhat, khé du dodn va lam gia cua PUF,
tuy nhién cac nha nghién ctru trude do chi
dung lai ¢ viéc phan tich va danh gia hi¢u
suit ctia né chir chua di vao nghién ctru
cac phuong phép dé cai thién hay giam
dd chénh léch khi co tac dong tir bén
ngoai nhu sy thay doéi vé nhiét do.
Phuong phap dé xuit nay lam giam do
léch cua Bit-aliasing dén 17%, gop phan
nang cao do bao mat cua thiét bi.
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