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LOI MO PAU

Vi su phit tri€n bung n6 hi€n nay cUa cong nghé thong tin va Ung dung
trong dOi sOng, dién todn ddm may tré nén c6 tam quan trong thoi su. Gido
trinh Dién todn ddm may va Ung dung dudc bién soan cho dOi tugng Ia sinh
vién hoc c4c chuyén nganh Céng nghé thong tin. Sinh vién nim cubi cla céc
truOng dai hoc kY thudt ciing ¢ thé st dung gido trinh nhu’ mOt tai li€u tham
khdo d€ phit trién cic Ung dung cho nghién c(tu, cho d6 4n tOt nghiép.

Céc tac gid hy vong thong qua gido trinh s& cung cdp cho ngudi doc mot
ti€p can tOng thé t3Gi cac khdi ni€m co bdn vé dién todn ddm may, cdc van dé
v€ luu tr(r va xU 1y d liéu, cdc van dé vé an toan va bdo mat, cic dich vu,
ki€n tric dich vu, hé gidam sit, mOt sO chl dé ning cao ggi mG cic van dé
nghién cUu hién nay trong linh vUc di€n todn ddm may.

Gido trinh 13 k€t qud tGng hgp cdc ndi dung nghién clru trong khudn khd
dé tai ti€n sY cUa céc tdc gid khi hoc tap tai nudc ngoai. MOt s6 ndi dung da
dugc gidng day th( nghiém cho cdc khéa hoc 2012, 2013 cUa TruOng Pai
hoc Kinh Doanh va Cong nghé Ha NOi va sau dé di dudgc chinh sra d€ phu
hgp véi su thay d6i cong nghé.

Gido trinh dugc xudt ban 1an dau nén khong tranh khoi nhlng khi€m
khuy€&t nhat dinh. Ngoai ra, do tinh chat ddc thui phat tri€n nhanh chéng cla
linh vUc di€n todn ddm may, nén nOi dung gido trinh chua hoan toan cap nhat,
cd dong, thi€u céc dién gidi chi ti€t, nhi€u van d€ chi néu ma chua minh hoa.
Chiing t6i mong nhan dugc nhi€u y ki€n déng gép cu th€ cla cic ban d0c
gid d€ c6 thé stra chita, b0 sung va lam tOt hon trong céc 1an xudt ban sau.

Tap th€ tic gid xin bay tO sU cdm On chan thanh t&i Khoa Coéng nghé
Thong tin, BO Gido duc va Dao tao, Trudng Pai hoc Kinh Doanh va Cong
ngh& Ha NOi di tao di€u kién dé€ phat tri€n cic nghién clfu chuyén siu.

Chiing t6i ciing ddc bi€t cdm On cic ban dong nghiép & Khoa Cong nghé
Thong tin di c6 nhitng gép y chan thanh d€ gido trinh duQc hoan thién

Cac tac
gid



MUC LUC

Chuong 1. Téng quan vé di€n toan dam
may 1.1. Nguon gbc va dnh hudng

1.2. C4c khdi niém va thuat ng(f c0 ban

1.3. Muc ti€u va 101 ich

1.4. Nguy cO va thach thlc

Chuong 2. Cic mé hinh va khai ni€m nén
tang 2.1. Pham vi va vai tro

2.2. C4c ddc trung cUa ddm may

2.3. M6 hinh phan ph0i dich vu ddm may

2.4. M6 hinh tri€n khai ddm may

Chuong 3. Cac cong nghé nén tang

3.1. Kién triic mang bing thdng rOng va Internet
3.2. Cong nghé trung tam d{ li€u

3.3. Cong nghé do hoa

3.4. Cong nghé web 2.0

3.5. Cong nghé Multitenant

3.6. Cong nghé hudng dich vu

Chuong 4. Cic co ché tao thanh co sé ha tang dam
may 4.1. M4y chU do

4.2. Thiét bi luu tr{r ddm may

4.3. CO ché gidm sit st dung ddm may

4.4. CO ché tii tao ban sao tai nguyén

Chuong 5. Cic co ché tao thanh cac chic ning dam
may 5.1. Lang nghe va cdp phat dOng

5.2. Can bang tai

5.3. Gidm sat s& dung

5.4. Hé thOng du phong

5.5. Gidm sat may Qo

Chuong 6. Co ché quan Iy dim may

6.1. Gidi thi€u céc cO ché quan 1y dich vu.

6.2. Hé thOng quan 1y tUr xa

6.3. Hé thOng quan 1y tii nguyén

6.4. Hé thOng quan 1y SLA

6.5. CO ch€ cUa hé thOng thanh todn va cich quan 1y thanh todn
Chuong 7. An ninh trén dam may

7.1. Thuat ng( va khdi ni€ém cO ban

7.2. Cac tac nhan de doa

7.3. Céac nguy cO an ninh trén ddm may

7.4. C4c cO ch€ ddm bdo an ninh trén ddm may



Chuong 8. Cac kién tric dim miy nén tang
8.1. Kié€n tric phan tan khOi lugng cong viéc



8.2. Kién tric tai nguyén tap trung

8.3. Kién triic quy mo dOng

8.4. Kién tric dung 1uQng tai nguyén co gidn

8.5. Kién triic cAn bang tdi dich vu

8.6. Kién tric Cloud Bursting

Chuong 9. Cac ki€n triic dim may cQa cdc t6 chitc
16n 9.1. Kién triic nhém Hypervisor chay c4dc may chU
Ao

9.2. Kién tric cin bang tai gilta cdc mdy chU vat ly
9.3. Kién tric Zero Downtime

9.4. Kién triic cAn bang ddm may

9.5. Ki€n tric du phong tai nguyén

9.6. Kién triic t4i dinh vi dich vu khong gidn doan

9.7. Kién triic phat hién su c6 va phuc hoi tu dOng
Tai liéu tham khdo



CHUONG 1. TONG QUAN PIEN TOAN PAM MAY

1.1. Ngudn gbc va dnh hudng

Khdi ni€ém dién todn ddm may ra d0i tU nhing ndm 1950 khi may chU tinh
toan quy mo 18n (large-scale mainframe computers) dUgc tri€én khai tai mot sO
cO s gido duc va tap doan 16n. Tai nguyén tinh todn cUa cidc hé thOng may
chU dugc truy cap tU cidc mdy khich cudi (thin clients, terminal computers), tU
d6 khai sinh khai ni€m “chia s€ th0i gian” (time-sharing) dac ta viéc cho phép
nhi€u ngu0i s& dung ciing chia s dOng thOi mOt tai nguyén tinh to4n chung.

Trong nh(rng nim 1960 — 1990, xuat hién lubng tu tudng coi mdy tinh hay
tai nguyén cong ngh€ thong tin c6 th€ dugc t6 chlc nhu ha tang dich vu cong
cOng (public utility). Pién todn ddm mAy hi€n tai cung cdp tai nguyén tinh
toan dudi dang dich vu va tao cdm gidc cho ngudi ding v€ mOt ngubn cung
Ung 14 v6 tan. Pdc tinh nay c6 th€ so s4nh tGi cdc dac tinh cla nganh cong
nghiép tiéu dung dich vy cong cOng nhu di€n va nudc. Khi st dung dién hay
nuGc, ngudi diung khong can quan tim tdi tai nguyén dén tUr dau, dugc xUr 1y,
phan phOi nhu th€ nao, ho chi viéc s dung dich vu va trd tién cho nha cung
cap theo 1uQng tiéu dung clla minh.

Nh(ng nim 1990, cédc cong ty vién thong tUf chd cung Ung kénh truyén dit
liéu di€ém t&i di€m (point-to-point data circuits) riéng biét da bat ddu cung
Ung céc dich vu mang riéng do v4i gid thap. Thay d0i nay tao tién dé d€ cic
cdng ty vién théng sU dung ha tang bing thong mang hiéu qud hon. Pién
todn ddm may m& rOng khai niém chia sé bing thong mang nay qua vi€c cho
phép chia s& cd tai nguyén may chU vat ly bang viéc cung cdp cic may chl
do.

Amazor} cung cap nén tang Amazon Web Services (AWS) vao nim 2006,
d4nh ddu viéc thuong mai héa di€n todn ddm may. TU dau nim 2008,
Eucalyptus dugc gidi thi€u 13 nén tdng dién todn ddm mdy ma ngudn md
dau tién, tUong thich yéi API cUa AWS. Tinh t3i thGi di€m hién tai, c6
rat nhi€u cdc san pham di€n todn ddm may dugc dua ra nhu Google App
Engine, Microsoft Azure, Nimbus,...

1.2. Céc khai niém va thudt ngit co ban

Pién todn ddm may (cloud computing) 12 mOt xu huéng cdng nghé nbi bat
trén thé€ gidi trong nhitng nim gan diy va di c6 nhitng buGc phat tri€n nhay



vOt cd vé chat lugng, quy md cung cap va loai hinh dich vy, v&i mOt loat
cac nha cung cap ndi ti€ng nhu Google, Amazon, Salesforce, Microsoft,...



Dién todn dam mAy 12 md hinh di€n toin ma moi gidi phap lién quan dén
cong nghé thong tin déu dugc cung cdp dudi dang céc dich vu qua mang
Internet, gidi phéng nguOi s dung khoi viéc phdi dau tu nhan luc, cong
ngh€ va ha tang d€ tri€n khai hé thOng. TU d6 dién todn ddm may gitp tOi
gidn chi phi va thOi gian trién khai, tao di€u ki€én cho ngudi s dung nén
tang dién toin dim may tap trung dugc tOi da ngubn luc vio cong viéc
chuyén mon.

1.3. Muc tiéu va lgi ich

Lgi ich cUa dién toan ddm mAay mang l1ai khong chi géi gon trong pham vi
ngu0i s dung nén tang dién todn ddm mAay ma con tU phia cic nha cung cap
dich vu dién todn. Theo nhiing d4nh gid cUa nhém IBM CloudBurst nim 2009,
trén moi trudng di€n todn phan tdn c6 d€n 85% tOng ning lUc tinh todn trong
trang thai nhan r0i, thi€t bj Iuu trlt ting 54% moi nim, khodng 70% chi phi
dugc danh cho viéc duy tri cic hé thOng thong tin. Cong nghi€p phan mém
mat di 40 ty USD hang nim vi viéc phan phOi sdn phdm khong hiéu qua,
khodng 33% khéach hang phan nan vé céc 16i bdo mét do cic cong ty cung cap
dich vu. Nhing thOng ké nay déu chi dén mOt di€m quan trong: md hinh hé
thOng thong tin hién tai da 16i thoi va kém hiéu qud, can phdi chuyén sang
mOt mo hinh dién todn mGi — d6 1a dién toan ddm may.

Theo dinh nghia cla Vién Qulc gia Tiéu chudn va Cong nghé My (US
NIST), dién toan ddm mAy 12 md hinh cho phép truy cap trén mang t&i céc tai
nguyén dugc chia s€ (vi du: hé thOng mang, mdy chu, thi€t bi luu trlf, Ung
dung va céc dich vu) mOt cich thudn tién va theo nhu cau st dung. Nhlng tai
nguyén nay cé th€ dugc cung cdp mOt cich nhanh chéng hodc thu hdi véi chi
phi quan Iy tOi thi€u hodc tuong tic tOi thi€u v&i nha cung cap dich vu.

1.4. Nguy cO va thach thie

Co hoi cUa dién toan dam may

Céch day vai nim, lugng d{t liéu truyén trén hé thdng mang toan cau néu
1uu tr(f trén DVD thi sO 1ugng dia nay x€p hang s€ c6 chiu dai bang 2 quing
duong t&i mat tring. DU ki€n lugng d{r li€u nay sé ting thém 44 1an vao nim
2020.

Su phit trién cla di€n todn ddm may 13 mOt trong nhitng yé€u t6 chinh
thic ddy sy ting trudng cUa luu lugng truyén d(r liéu vGi hon 5 ty ngudi
dang sU dung cdc thi€t bi di dOng. Ngu0i dung di dOng ngay nay ngoai cic
thao tdc truy€n thOng nhu goi dién, nhan tin... thi viéc st dung cdc Ung dung
ho trg trong coéng vi€c va doi sOng nhi€u hon. Hién nay, hon 60% luu lugng



truy cap d{t liéu thdi gian thuc dén tlr cic kénh truyén thong phO bi€n va ti 1&
nay con tdng trong tuong lai.



Theo ABI- mOt cong ty nghién cUu thi triOng cho hay (7/2012) viéc sU
dung d{r 1i€u trén di dOng hang thiang dU ki€n s€ ting 8 1an trong 5 nim tdi.
Vao nim 2015, luu lugng truyén d{t liéu sé ting hon 50%, mOi nim thé gidi
s€ truyén mOt luong dit liéu khdng 16 13 107 Exabytes(=1.23362601 x 1020
bytes) thong qua mang di dOng.

Xu hudng can cho SDN hay mang di€u khi€n bang phan mém chinh 13
dién todn dam may dudgc thic day bdi su ting truéng cla cdc dang ddm may
ndi bd, cong cOng va ddm may lai.

Dién toan ddam may ra d0i cho phép cdc Ung dung bét 1€ thubc vao mang
ha tang, ti€t kiém cho ngUdi dung khi khdng qué dau tu vio hé thOng phan
cUng. Thi truOng dich vu ddm may cong cOng du dodn s€ ting trudng dat
206,6 ty USD vao ndm 2016.Theo nghién cUtu cUa cong ty thi trOng Renub thi
trong thang 9/2012 vUra roi, thi truGng ddm may ndi b0 da ting gdp 2 1an trong
nim 2012 va sé c6 tbc dO ting truéng kép hang nim 14 21,5% trong giai doan
2011-2015. Sy phat tri€n cUa céc ki€n tric hé thOng quy md hyperscale, trung
tam d{t liéu do di thic ddy xu hudng dién todn ddm may, ddc biét 1a cic dam
may cong cOng va ddm may lai. Thuat ng(r hyperscale trong dién todn chua
thuc su ¢6 dinh nghia cu th€ va thuOng dugc dung d€ néi dén cic hé thOng
IT 16n, d6ng nhat gdm hang trim ngan may chl giOng nhau hodc tuong ty
vGi mOt tiéu chudn.

Khi mGi bat dau tri€n khai, hé thOng yéu cau khodng 20 ngan may chu
nhung dOi vGi mOt cong ty 16n thi con sO nay 1a 100 ngan may chU dugc trién
khai cting thOi di€m. Céc trung tam d{ liéu m&i nay tao ra thach thlc 16n d6i
vGi cic hé thdng mang bao gdm mdy Ao di dOng, quan ly bing thong, cic
dich vU cung cap hay la viéc khdi phuc dit liéu.

MOt xu hudng khdc 1a giao t1ep tU mdy tGi may (M2M), day 1a su k€t hgp
gilra cong nghe va truy€n thong nham cung cap kha ning tu’dng tac 1an nhau
gilta céc thi€t bi. Péng vai trd quan trong trong vi€c phat trién clla M2M chinh
1a cdc thi€t bi di dOng. Ericsson Udc tinh s€ c6 hon 50 ty thiét bi M2M thong
minh chi trong 10 nim. M6t sO nha quan sit cho rang M2M sé 1a Internet of
Things. MQi th(r sé dan dugc ki€m so4t thong qua Internet, vi du nhu thiét bi
giam sat th€ 1uc Fitbands Nike , kinh Google, cé4c thi€t bj y t€ , camera an ninh
cho dén cic hé thOng 16n nhu truGng hoc, doanh nghiép.

Céc thi€t bj di dOng va M2M phét tri€n s€ lam ting luu lUgng va ndi dung
d{r 1iéu, tao ra dp Iuc 16n danh cho co sé ha tang mang. Theo du dodn, trong
khodng tUr naum 2012-2017, thiét bi di ddng va M2M sé chi€m 73% vdi tOc
d0 ting trudng kép 1a 11%.

Nhiing khé khiin clla hé thdng dién toan dam may

D€ s dung dugc dam may, di€u yéu cau 16n nhat chinh 1a thi€t bi phdi
c6 k€t nGi v4i internet. Vi vay nhing khé khin lién quan dén internet s& dnh
hudng truc ti€p dén di€n toin ddm may.



Rdo can cong nghé



Gidi han mang khong gidy WLAN va kha ning m& rOng cla mang dién
rOng WAN 1a nhiing y€u t0 dau tién gy rio cdn dén sy phat tri€n cla hé
th6ng dit liéu ddm may. DSi v6i WLAN thi 4 yéu 6 gi6i han ¢6 hifu chinh 1a
kha ning bdo mat- chinh méi trudng hoat ddng trong khong khi dé giy ra céc
cuOc tan cong ngudi dung. Ngoai ra vi s& dung séng vo tuy€n nén khd niing
bi nhi€u bai cdc tac dOng bén ngoai 1am gidm hi€u sudt hoat dOng. Pham vi
hoat ddng clla WLAN chi 12 vai chuc mét tr@ 1a- d6i v&i pham vi 16n thi phdi
b6 sung cac thi€t bj phat séng, kha tOn kém cho cO sG ha tang.T6c dd cham
so vOi hé thOng cap, WLAN tdc d0 tUr 1-125Mb trong khi d6 cdp quang tUr
100Mb tr@ 1én. Mang dién rOng cuc b0 WAN c¢6 pham vi 18n, 1a tap hgp cla
nhi€u mang LAN, MAN thong qua nhi€u phuong thUc két ndi. Tuy nhién hé
th&ng mang nay bing thong thap, dé bi mat két n6i chi phit hgp vdi céc thao
tdc nhd gon nhu email, web... di€u nay dnh hudng kh4 16n t&i viéc sU dung
d(r li€éu dam may doi hoi tinh On dinh va tOc d0 cao. MOt sO han ché khac
nhU chi phi dau tU co s& ha tang hay nhu hé thOng két n0i phUc tap, doi hdi
nhiéu tG chlc quan ly.

Gi0i han cUa do héa

Ao héa ngay cang dugc s dung dé€ tan dung tai nguyen tinh todn, nhung
co nhUng ciu hdi vé€ viéc liéu ching ta c6 phal dang c6 gang dé s dung
mdy do (VM) trong cic tinh hudng ma khong can thiét. Chiing ta c6 xu hudng
quén di mot thuc t& tir géc d0 kY thudt, ¢6 st dung bao nhiéu hé thOng do thi
chung ta van can hé thOng ha tang vat 1y. Trong ki€n tric dién todn ddm may
mOt trong nhiing y€u t6 quan trong chinh 13 mUc dd céc nha tri€n khai do héa
cic hé thOng, Ung dung, n0i dung so vdi thé gidi thuc. Mang do héa xay ra
trong mOt hé thOng cUa nhi€u hé thOng, va trong mang do héa d6 thi cic nha
cung cdp cung cap mdy chl do bao gbm céc tai nguyén d€ ngudi dung st
dung tU xa. Pi€u nay c6 th€ dan dén viéc khong dOng nhat cla cdc mdy chl
doi lic n6 s€ khdng phit hgp vGi cic hé thdng mang do.

MOt trong nhiing gii han cla do héa chinh 13 con duOng di cla phan
mém xdc dinh mang SDN va do héa mang chlc ning NFV khong thuc sU 1
rang. SDN dugc tao ra ngay trong trung tim d{f li€u cho phép tich va ki€m
sodt hodc chuyé€n d6i cic chlic ning. SDN thuc su hiéu qua doi vGi sy biing
n0 cla cdc mdy chU do va céc trung tam d{ 1iéu 16n.

Ao héa mang chilc ning NFV thi dugc tao ra tif cdc nha cung cap dich vu
nham dép Ung su thay dGi nhanh chéng cUa céc thi€t bi di dOng. Ca 2 chlc
ning nay déu chung thi€t bj muc tiéu 1a do héa mdy chl va chuyén mach.
Diéu nay dé dan dén xung d0t gilta nha cung cap dich vu va nha cung cap ha
tang.

Phuong thttc mGi cla ddm may
Trong hOi nghi thanh vién dién dan CloudEthernetForum dudgc t6 chlic bdi



NetEvents dién ra tai Singapore ngay 20-11 VUa qua, ChU tich CEF James
Walker cong b6 "Nim nguyén tdc c0 ban " viét tat 1a VASPA danh cho hé



thOng dién todn ddm may, cu thé 1a : Ao héa (Virtualization) , TU ddng héa
(Automation) , Bao mat (Security), Lap trinh (Programmability), va
Analytics.

« Ao héa (Virtualization) - VMWare, Citrix va Microsoft dang phét tri€n
md& rOng nén tang cla ho bao gbm cd do héa hé thOng mang. Tap trung mOt
18p quan 1y thOng nhat cé th€ phat tri€n trén mang, va dap Ung cic yéu cau
v€ luu lugng truy cap dién todn ddm mAy. Vai trd cla do héa mang chlc
ning( NFV) trong qué trinh nay ciing can dugc ning cao.

* Ty dOng héa(Automation) ty ddng héa quan 1y vong d0i may chl nham
ting viéc sU dung dOng thOi gidm viéc qudn 1y bang tay. Thiét 1ap tu dOng
va tri€n khai trén may chU do dang phat trién khd nhanh. Cic nha cung cdp da
tao ra cac giao thlc dOc 1ap va céc tiéu chudn can thi€t d€ ting tOc tu dOng
héa mang 1uGi nham cung cép va dua cdc dich vu.

« Bdo mat — Dién todn ddm mAy tao ra nhi€u cd hdi cing nhu hd trg
ngUoi dung de dang hon va khi d{t 1iéu da tr@ nén rat di dOng thi ludn cé
nh(ing quy tac bdo mat can dugc tuan thU. Cdc ddm may dang trén duOng
phit tri€n nén né can mot cau tric manh mé d€ cé th€ ddm bAo an toan df
liéu tUr ddu vao cho dén dau cubi. Cdc nha cung cdp can ddm bdo dugc cic
d{r liéu cla ngudi dung ciing nhu tinh riéng tu cla ho. Can phai c6 céc tidu
chudn m&i danh cho d{t liéu ciing cdc nguyén tac riéng trong van d€ an ninh
bdo mat.

* Thié€t 1ap - hau hét céc router va bO chuyén mach cé th€ dugc 1ap trinh
san bOi cic nha sdn xudt, nhung rat it dugc mé cho cdc nha 1ap trinh API cla
bén th( ba . MOt s6 nhém bao gbm vién tiéu chudn Chau Au ETSI va hé
thOng mang m& ONF - dang c6 gdng tao ra sy thay d0i d€ cic nha phat tri€n
c6 th€ ti€p can dé dang

« Analytics - Trao d6i thong tin gi(ta cic mang v3i cac nha cung cdp dich
vU ddm may va Ung dung 1a can thiét. Viéc quan sit va theo doi céc thiét bi di
dOng ciing nhu cdc Ung dung s€ gilp cdc nha cung cdp dich vu hay cdc nha
phét tri€n cO s ha tang tOi Uu héa hi€u sudt va phat tri€n kha ning kinh
doanh tur do.



Chuong 2. Cic mo hinh va khai ni€m nén tang

2.1. Pham vi va vai tro

Céc vai trd cong nghé thong tin trong ddm may

Chting ta hay xem xét kha ning ma viéc qudn Iy va quan tri s& doi hdi su
tU dOng héa cao hon, doi hdi mOt sy thay dGi nhi€m vu cUa cic nhan vién
chiju trach nhi€ém tao kich bdn 1énh do ting trudng sdn xudt mi. Ban thay
dé'y, cong ngh€ thong tin ¢6 thé lam cho gdn k&t hon, can it phan clng va it
tri€n khai phan mé&m hon, nhung né cung tao ra cic cau tao mdi. Cong nghe
thong tin dang dich chuyen hudng tbi ngu01 lao dOng tri thUc. Trong mau
hinh mdi nay, cdc ngudn nhan luc k¥ thudt s€ c6 trach nhi€m 16n hon d€ ting
cuOng va nang cap cdc quy trinh nghi€p vu chung.

Nha phdt trién

Viéc st dung ngay cang ting céc thi€t bi di dOng, su phG bi€n cla viéc
nOi mang xa hQi va cdc khia canh khéc cUa suU ti€n héa cUa qud trinh va céc
hé thOng cdng nghé thong tin thu'Gng mai, s& ddm bdo cdng viéc cho cOng
dOng nha phat tri€n; tuy nhién, cdc nha phat tri€n cla doanh nghiép s& dugc
gach bo khdi mOt sO vai trd truyén thOng cla nhan vién phat tri€n, do cdc qua
trinh ¢6 hé thOng va c6 t6 chlic clla mo hinh cdu hinh ddm may.

MOt cubc khdo sit gan diay clUa IBM, Nghién clu mdi cUa
developerWorks cho thdy su vugt tri cUa dién todn dam may va phat tri€n
Ung dung di dOng da chlng td rang nhu cau d6i v4i cong nghé di dOng sé
phat trién theo cdp sO nhan. SU phat tri€n nay, di cling v&i su chdp nhdn
nhanh chéng cUa dién todn ddam mAy trén toan cau, s€ doi hdi phdi gia ting rat
manh sO cic nha phat trién c6 hi€u biét v€ Iinh vuc nay. D€ ddp Ung c4c nhu
cau két nbi di dOng ngay cang ting, s€& doi hdi phai c6 nhi€u nha phat tri€n
hon nita hiu c4ch dién todn ddm may hoat ddng nhu thé nao.

Dién todn ddm may cung cdp mOt khd niing hau nhu v tan, loai bd cic
mOi lo v€ kha ning m& rOng. Di€n toin dim mAy cho cic nha phét tri€n truy
cap vao céc tai sdn phan mém va phan clng ma hau hét cic doanh nghiép
nhO va vUa khong c6 dU khd ning tu trang bi. C4c nha phat tri€n, khi st dung
dién todn dam may dua vao Internet va cdc tai sdn 1a k€t qud cla cdu hinh
ndy, s& c6 quyén truy cdp vio cic tai nguyén ma hau nhu di chi c6 thé mo
udc trong qud kh( vUra qua.

Nha quan tri

Céc nha qudn tri 1a nhirng ngudi bao vé va cdc nha lap phdp cla mot hé
thOng cong nghé thong tin. HO chiu trach nhiém ki€m soat ngudi dung truy
cap vio mang. Di€u nay c6 nghia 1a ho ndm trén dinh cUa viéc tao ra cic mat
khau ngusi ding va tao nén cic quy tac va cdc thQ tuc danh cho chlc ning
cO ban nhu 12 viéc truy cap néi chung vao cic tai sdn hé thOng. Su ra d0i cla
dién toan ddm may s€ doi hdi phdi cé cdc su di€u chinh cho qua trinh nay do
nha quan tri trong mdi truGng nhu vay khong chi quan tim lo 1ang vé céc van



dé ndi b nita, ma con vé mOi quan hé vGi bén ngoai cla doanh nghiép minh
va cac mOi quan



tam cUa dién todan ddm may, ciing nhU cdc hoat dOng cla cdc bén thué khac
trong mOt ddm may cong cOng.

Diéu nay lam thay dGi vai tro cla cdc khdi ni€ém vé tudng 10ra da dugc
dat ra béi vi€c quan tri va ban chat cUa cac thU tuc an ninh chung cla doanh
nghiép. N6 khong phU nhdn can c6 ngudi bdo vé hé thOng. VGi di€n todn
dd4m may tham chi trdch nhi€ém con 16n hon, ch(f khong phai it di. Trong di€n
toan ddm may, nha qudn tri khong chi ddm bado d{ 1iéu va cic hé thOng bén
trong cho t0 chlic, ho con phdi gidm sit va quan 1y ddm may d€ ddm bdo su
an toan cho hé thOng va dit liéu cla ho ¢ khap moi noi.

Kién triic su’

ChUc ning cUa ki€n tric 1a mo hinh héa c¢é hi€u qud chlc ning cla hé
thOng cu th€ trong th€ gidi cong nghé thong tin thuc. Trach nhiém cO ban
cUa kié€n triic su 12 phat tri€n khung ki€n triic clla m6 hinh di€n todn ddm may
cUa dai ly. Kién tric cla di€n todn ddm may v€ cO bdn 1a su trlru tugng héa
cUa khdi niém ba téng, d6 1a TaaS, PaaS va Saa$S, sao cho doanh nghiép cu thé
tri€n khai céch ti€p can dién todn ddm may ddp Ung dUQc muc tiéu va muc
dich khdi dau cla né. Md hinh tritu tugng héa chlc niing cla céc tang dugc
phat tri€én sao cho nhitng ngudi ra quyét dinh va nhitng ngudi linh bd binh ¢
th€ st dung su trlfu tugng héa nay d€ 1ap k€ hoach, thuc hién va danh gid
hi€éu qud cUa cdc thU tuc va cic quy trinh cUa hé thOng cong nghé thong tin.

Vai tro cUa ki€n triic sU trong thi dai dién todn ddm may 13 nghi ra va md
hinh héa mOt sy tuong tic chlc ning cUa cic tang clUa ddm may. Ki€n tric su
phai s dung trlfu tugng héa nhu mOt phuong tién d€ ddm bdo rang cong
nghé thong tin dang déng dung vai trd cUa minh trong vi€c dat dugc cdc muc
tiéu cla tG chlfc.

2.2. Cac dac trung clUa dam may

Pinh nghia cla US NIST ch(ta dung ki€n tric, an ninh va chi€n lugc trién
khai cUa ddm may. Nim ddc tinh cOt 16i cUa di€n todn ddm may dugc thé
hién rd nhu sau:

- Tu phuc vU theo yéu cau (on-demand self-service): Khach hang v&i nhu
cau tlc thoi tai nhiing thoi di€m thOi gian x4c dinh c6 th€ si dung céc tai
nguyén tinh todn (nhu thOi gian CPU, khong gian Iuu tr( mang, s& dung phan
mém,...) mOt cich tU dOng, khong can tuong tic v3i con ngUdi d€ cap phit.

Sy truy cap mang rOng rdi (broad network access): Nhiing tai nguyén
tinh todn nay dugQc phan phdi qua mang Internet va dugc cic Ung dung
client khac nhau s dung v@i nhiing nén tdng khong dOng nhat (nhu mdy
tinh, dién thoai di dOng, PDA).

~ Tap trung tai nguyén: Nhing tai nguyén tinh todn cUa nha cung cap dich
vU ddm may dugc tap trung v&i muc dich phuc vu da khach hang st dung mo



hinh 4o héa vGi nhiing tai nguyén vat 1y va tai nguyén do dugc cap phat ddng



theo yéu cau. POng luc cla viéc xay dung mOt md hinh tap trung tii nguyén
tinh todn nam trong hai y€u t0 quan trong: tinh quy md va tinh chuyén biét.
K&t qud clia md hinh tap trung tai nguyén la nhing tai nguyén vat 1y tré nén
trong suOt v&i ngudi st dung. Vi du, ngudGi st dung khong dugc biét vi tri
1Uu tr{r co s& d{r li€u cUa ho trong ddm may.

~ Tinh mém déo: POi v&i ngudi s dung, cdc tai nguyén tinh todn dugc
cung cap tUc thdi hon 1a lién tuc, dugc cung cdp theo nhu cdu d€ ma rOng
hodc ti€t gidm khong han dinh tai bat ky thdi di€m nao.

Kha ndng do 1uOng: Mdc di tai nguyén dugc tap trung va c6 th€ chia sé
cho nhi€u ngudi st dung, ha tang cla ddm may c6 th€ dung nhiing co ché
do ludng thich hgp d€ do viéc st dung nhimg tai nguyén dé cho tlng cd
nhan.

2.3. M6 hinh phén phdi dich vu dim may

IaaS: cung cap ha tang nhu mot dich

vu

Cic nha cung cap IaaS, chang han nhu' AWS, cung cdp mOt may chl va
kho 1uu tr(t do, ciing nhu cac API cho phép nguGi dung tai cong viéc 1én mdy
do (VM). Nguoi dung dudc cung cap cdc dung lugng 1uu trlt va cé thé bat
dau, nglng, truy cap hay cau hinh may do va bd nhé theo mong mubn cla
bdn than. C6 cédc géi si dung nhd, trung binh, 18n, cuc 16n hay t0i Uu héa bd
nhd, tinh to4n tity theo nhu cdu cUa bén st dung.

PaaS: cung cap Platform nhu mét dich vu

O md hinh PaaS, cdc nha cung cap dich vu ddm may luu tr{ cdc cong cu
phit tri€n trén cO s& ha tang cla ho. Ngudi dung truy cdp cic cong cU niy
qua internet bang API, cOng web portal hay cOng phan mém. PaaS dugc st
dung d€ phit tri€n phan mém tGng quét va nhi€u nha cung cap PaaS s hitu
phan mém sau khi n6 dugc phit trién.

SaaS: cung cap software nhu mot dich vu

SaaS 12 mOt md hinh phan phdi cung cdp cic Ung dung phdn mém qua
internet; cac Ung dung nay thuOng dugc goi Ia dich vu web. Ngudi dung c6
th€ truy cdp cic Ung dung va dich vu Saa$S tU bat ky dau trén may tinh hay
thiét bi di dOng chi can c6 k€t nbi internet. MOt trong nhitng Ung dung Saas
phO bién 14 Microsoft Office 365 v&i dich vU email va nhi€u dich vu da dang



