Making Everything Easier!” sth Edition

8BI(I)\IOiS

« Getting Started with Linux
« Linux Desktops

» Networking

e The Internet

« Administration

« Security

« Scripting

« Linux Certification

Emmett Dulaney

Author and instructor at Anderson University



Get More and Do More at Dummies.com-

\ Start with FREE Cheat Sheets
()
(W

Q‘r Cheat Sheets include
(’\\e' « Checklists

« Charts

« Common Instructions

- And Other Good Stuff!

To access the Cheat Sheet created specifically for this book, go to
www.dummies.com/cheatsheet/linuxaio

¥ \

Get Smart at Dummies.com
Dummies.com makes your life easier with 1,000s

of answers on everything from removing wallpaper
to using the latest version of Windows.

Check out our
+Videos
« lllustrated Articles
« Step-by-Step Instructions

Plus, each month you can win valuable prizes by entering
our Dummies.com sweepstakes. *

Want a weekly dose of Dummies? Sign up for Newsletters on
- Digital Photography
+ Microsoft Windows & Office
« Personal Finance & Investing
+ Health & Wellness
« Computing, iPods & Cell Phones
- eBay
« Internet
« Food, Home & Garden

Find out “/HOW” at Dummies.com

*Sweepstakes not currently available in all countries; visit Dummies.com for official rules.


http://www.dummies.com/cheatsheet/linuxaio

Linux

ALL-IN-ONE
FOR

DUMMIES

5th Edition

by Emmett Dulaney

DUMMIES



Linux® All-in-One For Dummies® 5th Edition
Published by: John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030-5774, www.wiley.com

Copyright © 2014 by John Wiley & Sons, Inc., Hoboken, New Jersey
Published simultaneously in Canada

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or by
any means, electronic, mechanical, photocopying, recording, scanning or otherwise, except as permitted
under Sections 107 or 108 of the 1976 United States Copyright Act, without the prior written permission of
the Publisher. Requests to the Publisher for permission should be addressed to the Permissions Department,
John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or online at
http://www.wiley.com/go/permissions.

Trademarks: Wiley, For Dummies, the Dummies Man logo, Dummies.com, Making Everything Easier, and
related trade dress are trademarks or registered trademarks of John Wiley & Sons, Inc. and may not be
used without written permission. Linux is a registered trademark of Linus Torvalds. All other trademarks
are the property of their respective owners. John Wiley & Sons, Inc. is not associated with any product or
vendor mentioned in this book.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: THE PUBLISHER AND THE AUTHOR MAKE NO
REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE ACCURACY OR COMPLETENESS
OF THE CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL WARRANTIES, INCLUDING
WITHOUT LIMITATION WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY
MAY BE CREATED OR EXTENDED BY SALES OR PROMOTIONAL MATERIALS. THE ADVICE AND
STRATEGIES CONTAINED HEREIN MAY NOT BE SUITABLE FOR EVERY SITUATION. THIS WORK IS
SOLD WITH THE UNDERSTANDING THAT THE PUBLISHER IS NOT ENGAGED IN RENDERING LEGAL,
ACCOUNTING, OR OTHER PROFESSIONAL SERVICES. IF PROFESSIONAL ASSISTANCE IS REQUIRED,
THE SERVICES OF A COMPETENT PROFESSIONAL PERSON SHOULD BE SOUGHT. NEITHER THE
PUBLISHER NOR THE AUTHOR SHALL BE LIABLE FOR DAMAGES ARISING HEREFROM. THE FACT
THAT AN ORGANIZATION OR WEBSITE IS REFERRED TO IN THIS WORK AS A CITATION AND/OR
A POTENTIAL SOURCE OF FURTHER INFORMATION DOES NOT MEAN THAT THE AUTHOR OR THE
PUBLISHER ENDORSES THE INFORMATION THE ORGANIZATION OR WEBSITE MAY PROVIDE OR
RECOMMENDATIONS IT MAY MAKE. FURTHER, READERS SHOULD BE AWARE THAT INTERNET
WEBSITES LISTED IN THIS WORK MAY HAVE CHANGED OR DISAPPEARED BETWEEN WHEN THIS
WORK WAS WRITTEN AND WHEN IT IS READ.

For general information on our other products and services, please contact our Customer Care Department
within the U.S. at 877-762-2974, outside the U.S. at 317-572-3993, or fax 317-572-4002. For technical support,
please visit www.wiley.com/techsupport.

Wiley publishes in a variety of print and electronic formats and by print-on-demand. Some material
included with standard print versions of this book may not be included in e-books or in print-on-demand.
If this book refers to media such as a CD or DVD that is not included in the version you purchased, you
may download this material at http://booksupport .wiley.com. For more information about Wiley
products, visit www.wiley.com.

Library of Congress Control Number: 2013958402

ISBN 978-1-118-84435-9 (pbk); ISBN 978-1-118-84431-1 (ebk); ISBN 978-1-118-84432-8 (ebk)
Manufactured in the United States of America

10987654321


http://www.wiley.com
http://www.wiley.com/go/permissions
http://Dummies.com
http://www.wiley.com/techsupport
http://booksupport.wiley.com
http://www.wiley.com

Contents at a Glance

INErOAUCHION .........eneeeeenaeeeeeeeeaeeneencenacenceaceaseencencenceancans |

Book I: Getting Started with Linux...........ccceeeecccaaaccnaaee 7

Chapter 1: Introducing LINUX ......cccecceeeiiriiiiiieniieniiniententeseeieeieeie et sresaesaesaeenne 9
Chapter 2: InStalling LINUX.......ccceoiiriiiriiiniienientereestene et esreesre s e seesreesseesaeeseeensees 29
Chapter 3: Troubleshooting and Configuring LinuX..........ccccooceviriinnieneneneneneneeens 37
Chapter 4: Trying OUt LINUX.......ccceeeieiiieiiieieeiesieseeseesteesreereesveesaeeeesseeseaesssesssesseessens 57

Book 11: Linux DeSREOPS.........cceeeeeeeeeeeeeeaaaaaaaaannnnnnnnnas 07

Chapter 1: GNOME, Unity, Cinnamon, and MATE..........ccccoccovvirviniinniniinieneceenn 69
Chapter 2: The KDE DESKEOPD .....cccieiiriiiiieiectestcteeeeeteete ettt es 79
Chapter 3: Commanding the Shell ..........ocooiiiiiiiiiniee e 89
Chapter 4: Navigating the Linux File System...........ccceevvevieiiieciieciieiecieceeeeeeeieeae 109
Chapter 5: Introducing Linux AppliCations ..........c.cceeveveeeriecienieneseeeeeeeeeesee e 127
Chapter 6: Using Text EditOrs .......ccccvviiiiirieniiicecceceseeeee e see e 139
Book 111: Networking ............cueeeeeeeeecaccnnneeeaeaccacannnnee 151
Chapter 1: Connecting to the Internet ..........cccocoiiiiiininiiniieeee, 153
Chapter 2: Setting Up a Local Area NetWorK..........ccoveeuieeiieciieciieieeieceecee e 167
Chapter 3: GOING WIT€lESS ......cccovuiriiiriiiiiiienieteitetereese sttt ettt saeesae e 179
Chapter 4: Managing the NetWOrK ........cccovviiiiiniiiiinieeccciecceeceesee e 189
Book IU: The Internet ............ccceeeeeeeecaccnneeeeecccaaaaneeee 203
Chapter 1: Browsing the Web.........ccoooiiiiiiiiiee et 205
Chapter 2: Reading Newsgroups and RSS Feeds.........cccoevveeiieiiieiiecieeiecieceeseeieene 217
Chapter 3: USING FTP ...c..couiiiiiiieeeetetetet ettt sttt s sae e 231
Chapter 4: Hosting Internet SErviCes........ccoevverieniinieniesiieiecieereeteste st se e 241
Chapter 5: Managing Mail and News SEIrvers .........ccccocvereeienieneneneneeieneeneseeeenes 257
Chapter 6: Managing DINS .........ccoiiminineneenenteeeieeee et ns 279
Book U: Administration ...............ccccccueeeecaaceeeecccaaceees 299
Chapter 1: Introducing Basic System Administration...........cccevevcieniieniieniienieenennne 301
Chapter 2: Managing Users and GIOUPS .........ccoceereereeneeniersieenieesiesiesseseesseseesseenns 337
Chapter 3: Managing File SyStems .........cccoceeiririinieienineeeeeee e 351

Chapter 4: Working with Samba and NFS ............cccooiirieiiiiieeceeceee e 373



Book Vl: Secutity..........uuuuuueeeeeeeeeeeeaeacaeeeeceecaaaaaanaaas 381

Chapter 1: Introducing LINUX SECUTILY .....cccveviiriiriinieieerienieeieeieeieeee st see e 383
Chapter 2: SeCUring LINUX........ccevieiiiriiiiiieieeeeseese et esteste et eeeeseesee e e saeesaeenne 399
Chapter 3: Computer Security Audits and Vulnerability Testing Types ................ 429
Book Vll: Scripting ...........ccceeeeeeeeeeeeeeeennnnnnnnnanaaaaeees 543
Chapter 1: Introductory Shell SCripting.......ccccooveeviiniininiiniinieeeeeeeeeeeee 445
Chapter 2: Advanced Shell SCHPtinG........cccceecieriiriinienieeeeneeeeee et 457
Chapter 3: Programming in LINUX.......cccccceevieriiiniiiniinieneeseecieesieeteeee e seeseeseeesaeenns 465
Book VII: Linux Certification ............cccccccceeaaaannneeeee 489
Chapter 1: Studying for the Linux Essentials Certification Exam..........c.ccccoeuene..e. 491
Chapter 2: Studying for the CompTIA Linux+ Powered by

LPI Certification EXAmS.......ccccceerieirenenininieieiietei ettt eseees 501
Chapter 3: Other Linux Certifications ..........cccocovieviieiieiciicceeceeeee e, 517

INdex .......ccoacaauniiiaaniiaiiniciaaniinceniccncenccsaceescccecaces I 19



Table of Contents

INErOAUCTION ..........eeeeeeeeaeeeeeaeeneenaenncenceacensenncenseaceaseances ]

ADOUL THiS BOOK .....cvvviiiiiiiiiiceiee ettt et ceaan e ens 2
Foolish ASSUMPLIONS.......cccciiiiiiiiiieeeeeeee e 3
Icons Used in This BOOK ...........coouiiiiiiiiiiieiiiccceeceeeec et 4
Beyond the BOOK ...........ooviiiiiiiiiciicece ettt 5
Where t0 GO from HETE.......ooouviiiiiiiiiiiieeeeeeeeeeeee et 5

Book I: Getting Started with Linux...........cceeeeeeeeeeeeaaaaaaas 1

Chapter 1: Introducing Linux ............... ..., 9
What IS LINUX? ....ooiiiiiiiiieiteteeceeese sttt sttt ettt 9
Linux distributions ........cc.cccooeveiininneiccccceeeeeceeenas 10
Making sense of version numbers ............cccceeeeeieeciieciincieecieceeeeene, 14
Linux Standard Base (LSB) ......cccoevuieiieieeierieseeeeeeie e 15
Contents of a Linux Distribution ...........ccceeevvieiiiniiiniieniinienieeeeseeeeeen 16
GINU SOFtWATE....c..eiriiriiieieriectertestetese ettt sttt n e s aaesan e e 16

GUIs and applications .........ccccceeeveeeiieeeiiiecie et 19
INEEWOTKS ..ottt e 21
INTEINETL SEIVEIS....occuiiiieiieiieeee ettt et eee 21
Software develoOpmMENt .........cccecieciiecieeiieeieriereeseee e 22
Online documentation.........ccovveriereeneenieereeeee e 22
Managing Your PC with LINUX........ccccevirmirninniiniinieniencentcsteneeseeeeeen 24
Distribution Media........cccccecveriererieieieieeeeeeeeeeeeese e 25
Peripheral deviCes .........cccoouieiieeiieiicieceeeeeeeee e 25

File systems and sharing..........cccccceevveevieeienieneeneececeee e 26
INEEWOTK....otiiiiieiecteeeeetetee ettt ettt e ae e b e ne e e 26
Getting Started......cccueeiieiiiieieceeeeeeeee e 27
Step LiInstall ... 27

Step 2: CONfIGUIE ......covuiiiiiiiiieeieeeeeetetetee et 27

StEP 3: EXPIOTE.....uvieieiieiieieeeee ettt 28

Step 4: FINd OUt MOTE .......coiiiiiiiiieieeeee e 28
Chapter 2:Installing Linux ...............ccooiiiiiiiiiinna.. 29
Following the Installation Steps..........ccccevevieiriiirierereeeeeee e 29
Checking Your PC’s Hardware...........cccceevueecieecieecieeieeieeieeeeseeeeeseeseeeeees 31
Setting Aside Space for LINUX........cccocceevierieniienieeneeieeieeieete e 33

Trying @ Live CD...coieoiiiieieiceeeecee et 34



Vil Linux All-in-One For Dummies, 5th Edition

Installing Linux on a Flash Drive........cccccooiniiiiiiiniinecceeee, 34
Creating the bootable flash drive ..........cccecvveveeceececciceceeeeee, 35
Troubleshooting the workstation..........c.ccecevvereeniecincincieeieeeene, 36
Working daily with the new drive........cccoccoevinviiniiniiniiiicceee, 36

Chapter 3: Troubleshooting and Configuring Linux................ 37

Using Text Mode Installation ..........ccccecevienieneeninniiniecieeieeeeeeeseese e 38

TroubleshOoting X.........covieviiiiiiiiirierierecteeeee e 38

Resolving Other Installation Problems............ccccoovivviiniiniiniinniinieeeen. 40
Using Knoppix boot commands...........cccceeeveeeviieeiieeeneencieeieeseeene 40
The fatal signal 11 €rror.......ccceeciieiiecieeieeieceeeeee e 43
Getting around the PC reboot problem ..........cccccecieciinciincieneennnnne. 44
Using Linux kernel boot options........c.cccecevvienienienencensienienieeeene, 44

Setting Up PriNters ......ccooeeviiiiiiiiieeeeeeece et 47

Managing DVDs, CD-ROMs, and Flash Drives .........cccocecevincnennnncnee 49

Installing Other SOftWare...........coocveieiererinie s 50
Installing software in Debian and Ubuntu ...........cccceeeeeviieieneennnnnee. 50
Installing software in Fedora.........ccccueveeiencienieneecicieeeeeeeeeeeee 52
Installing software in SUSE ..........ccccooovevieviniinieeeeceeeseseeeeeeeeenns 54
Installing software in Xandros...........cceceeerieneeenceecienieneseseeeeeeaens 55

Chapter 4: Trying QutLinux ..............coiiiiiiiiiinnnns. 57

STArting LIMUX ...cveoviriieieieieieieee ettt se e esesse e sseesneneas 57

Playing with the Shell...........ccccooiiiinieeee e 60
Starting the bash shell..........ccccocieiiiiiiiiceceee e 60
Understanding shell commands ........c..ccoccevveeninnenncnnennenneneeneene 61
Trying a few Linux commands ...........cccceecvereerieneeneesienieesieeeeeeenes 62

ShUutting DOWIL....c..coiiiiiiiieiieieeieeeeese ettt ettt ebe s 64

Book 11: Linux DesRtops ..........cuueeeeeeccaaaaneeeeaaaccaaanenes 07

Chapter 1: GNOME, Unity, Cinnamon, and MATE.................. 69
Getting to Know the GNOME DeSKEOD .....ccceeerieieniinirieieierienieneeeeeeene 70
Understanding the GNOME Panels.........c.ccocceeeeiiieiiienieecieeieeieeeeseeseeeen 71

The tOP PANEL ....ouvieiiiiiiieeeeeeee ettt 72
The deSKtOPD ..c..vieiieieeceeeee et et e 72
The bottom panel .........c.cccuvieciiiiiieeceeee e 73
LoOKING @t UNILY ....veiiiiieiiicciiesieececsee ettt see e s e e eaes 74
Looking at CINNAMON ........cocueriiriirieieieiesieeteetet ettt ees 75
LooKing at MATE........ccoiiiieiieiieieeieciestee ettt sveeae et st e e e e aeeseees 76

Chapter 2: The KDE Desktop..............ccoiniiiiieiiinan.. 19

Getting to Know the KDE Desktop........ccoceevuieviieciieiieniecieeieeeeeeeceeseeeen 79
Desktop CONteXt MENUS .......cceevueeciirienienierieneeneesieeie e eaeseesaee e 80

[CON CONTEXE MEIUS ....ovvviieiiiiiiiiiiee ettt eeree e e esareeeeennes 81



Table of Contents ix

Understanding the KDE Panel...........cccccooeiiiiiiiiiiiiieeceeeee e 82
The Main Menu BUtton.........cccceceeciiecieeieciecieeeeee e 82
Panel ICOMNS.....ccciiiiieiieieteteeete ettt b e e s aa e ees 85

Configuring the KDE Bottom Panel ...........ccccoeoveeieniieinieieieneceseeeeienns 85

Configuring the KDE DeSKtop........cccocvvvirniiriiiniiinienieniertenteneeseeseee e 86

Chapter 3: Commanding the Shell............................... 89

Opening Terminal Windows and Virtual Consoles .........c.cccccevvvenvrnnennnen. 89

Using the bash Shell.........ccccoiiiiiriiniieee e 90
Understanding the syntax of shell commands.............ccccecuveennneneee. 90
Combining shell commands ..........ccocceeverereneniniieneeeeee e 92
Controlling command input and output ........ccceceeeveeviieciencieneenneenne. 92
Typing less with automatic command completion.......................... 95
Going wild with asterisks and question marks ...........c.cccecveevenennne. 95
Repeating previously typed commands ..........cccceeverviervervieneeneenne. 97

Discovering and Using Linux Commands...........c.ccccvevueevveecieeiesceeseenneennenn 98
Becoming root (SUPETUSET) .......ccceeieruerueneereeieienienesieeeeeeneeseesiene 101
MaNAZING PIrOCESSES ....ccuveeevereieiiieeiieneenieerteesieesteesaeesaeessessessesaesseens 102
Working with date and time ..........c.coceeeieeviiniincienicecceeeee, 103
Processing files .......ccooiviiniinieiiniiieeeeet e 104

Writing Shell SCriPES......coviiiiiiiiieecetteteeee e 106

Chapter 4: Navigating the Linux File System .................... 109

Understanding the Linux File System ..........cocoviininiiniiniiniiinieniceee 109

Navigating the File System with Linux Commands ..........c.cceceeereruennene 114
Commands for directory navigation ............cccceeeeevieecieecieccieceennnns 114
Commands for directory listings and permissions....................... 116
Commands for changing permissions and ownerships................ 118
Commands for working with files .........ccccoovvvvinviniiniiniinieniee 119
Commands for working with directories.........ccccecevvvrviiniiencnncnn. 120
Commands for finding files..........ccccooverirerrierierenereeeeeeeee 121
Commands for mounting and unmounting..........c.ccceceeeveevveevennnnn. 122
Commands for checking disk-space usage..........ccccceevercrervervennnnne 123

Chapter 5: Introducing Linux Applications ...................... 127

Taking Stock of Linux Applications..........cccccceveevieeneeneecieciecieeeeseeneenne 127

Introducing Office Applications and TOOIS ..........cccceeveevierviinvieniieneenenns 128
LibreOffice.org office Suite .........ccccovviervieniiniinieeeeeeeeeeeenn 128
CaleNAATS ..c..eeiieiiieieeteeteet ettt st sttt 132
CalCUlALOYS ..ottt 132

Checking out Multimedia Applications..........cececeeveveneneneniienieereee 133
Using a digital Camera........cccceeeueeciiecieeieeieneeseeseecieeie e eae e 133
Playing audio CDS .........cccieviiviieiiriiiienieetereese e sre e sne e 134
Playing sound files ..........cccovivieirieienieseeceeereee e 135
Burning a CD of DVD ..ot 135

Using Graphics and Imaging APPS......cccceevereereereeniieneeieeee e ereeseesseenns 136
The GIMP......ooiiieieeeee ettt st ne 136

GNOME GROSEVIEW......cveeiieiiiiiiiiieieceiieieecteee et eeaae e seaeeeeenns 138



Linux All-in-One For Dummies, 5th Edition

Chapter 6: Using TextEditors. .....................coiiint, 139
Using GUI Text EdItOrS......cciiciiiiieieeieciecieceeeeteete ettt 139

Text Editing with ed and Vi........c.coceeviiriiniinieniccececceeeeeeeee 141
USING €d..c.uiiiiiiiiiietetetet ettt et ettt sbesaesane s 141

USING Vi.etieiieieieieieseeceteee ettt ettt ae s saesaessesnens 145

Book 111: NetwWorRing ............uueeeuuuuiiiaceieiecaceaeeeeeeeeees 151

Chapter 1: Connecting to the Internet........................... 153
Understanding the Internet............ccoocoeiiiiiiiiniiiniieeeeeee, 153
Deciding How to Connect to the Internet...........cccoccevvervieniiiniienienieenenns 154
Connecting With DSL.......cccoiiririeieieeeee e 156

HOW DSL WOTKS .ottt 156
DSL alphabet soup: ADSL, IDSL, SDSL.......ccceceierinenerieienesenenne 157
Typical DSL SELUD .....cveevveiiiieieeteeeeteieteete ettt 158
Connecting with a Cable Modem...........cccceecuirviiriiiniieniienienieeeeeeeseeseenne 161
How a cable modem WOTKS.........c.cccevenininernienienineneceeeeeenenenne 161
Typical cable modem SEtup .......ccccoecvevvierieneenieneeeeeeeeeeeeeeeeen 163

Chapter 2: Setting Up a Local Area Network .................... 167

Understanding TCP/IP..........coccooviiiniiniiiteeeeeeeeeeeste et 167
IP addreSSes.....c..couieiirieiiiiiireeeeecee et 169
Internet services and port numbers.........cccccoeeeveevennenniniennieneen. 170

Setting Up an Ethernet LAN.........cccooeoiiiiiiiiiieeeeceeeeeee e 172
How Ethernet Works .......ccoocoiiiiiiiiiiinieeceeeeeteeseee 172
Ethernet cables ..o e 173

Configuring TCP/IP NetWorking ...........ccccoevvvvreereecienieneseeeeeeeeeseeeeees 175

Connecting Your LAN to the Internet .........c.cccceecveevieeveecienceeneeceeeeeeene 177

Chapter 3: GoingWireless ...............coiiiiiiiiiiinnnnns 179

Understanding Wireless Ethernet Networks..........cccccceeeevevieecieecieenen. 179
Understanding infrastructure and ad hoc modes ...........cccccucu... 180
Understanding Wired Equivalent Privacy (WEP) .........c.ccceeuune.. 181

Setting Up Wireless Hardware ...........cccceevevieneenieeniennieeieneeseeseeseeseeenes 183

Configuring the Wireless Access Point.........cccvvevvieevieniiiniiiniieniencenenns 184

Configuring Wireless Networking..........cccceevevvirviinieniienienienieneenceneee 185

Chapter 4: Managing the Network ............................. 189

Discovering the TCP/IP Configuration Files .........ccccoocevveriiniiniiincnnnns 189
JEEC/NOSES v 189
JELC/NEEWOTKS ..ottt 190
J€tC/NOSE.CONS ..o 191
[EEC/TESOIV.CON ... e 191

[€EC/NOSES.ALIOW......ovviiiiiiiiiicieieceee e 192



Table of Contents XI

/€tC/NOSES.AENY .....veieiieeeeeee e 192
Jete/nSSWItCh.COnf ........ocoviiiiiicc e, 193
Checking Out TCP/IP NEtWOTKS ......cccceovievieeciieiieieeieeieeeeeee et seeseesaeenne 193
Checking the network interfaces ..........ccccceeeeveeveevencinceniieneennn, 193
Checking the IP routing table..........ccoocevvieniininiiniinienieeiene 194
Checking connectivity to @ host .......cccccovivviininniniinieeeee 195
Checking network Status.........ccceeveveevieeniieniienieeieecie e 195
Sniffing network packets.........cococveviiiiiininieee 197
USING GUI tOOIS ... .eiciiiieiieieeieeciecie ettt et steesae e eveeaeeaesseens 198
Configuring Networks at Boot Time..........ccccceevvviirvieniieniienienieeeeneeneenne 199

Book 1U: The Internet..............ccuueeenceeenceeenccencaceacaeeas 203

Chapter 1: Browsingthe Web ................... ..ot 205
Discovering the WeD .........cccocciiiiiiiciiciececeeee ettt 205

Like a giant spider’s Web.........cccceciiviievieeiiineeeececeeee e 206

Links and URLS......ccccociitiiiinininieieteeeseeeeeeteee et 206

Web servers and web browsers.........ccccecevevevinencnenieenenenenenne 209

Web Browsing in LINUX ......cccceviiiiiiieriinienietetceeeeieeeee e 209
Checking out web browsers for LINUX .........cccceeeevieeciincieeciecienenn, 209
Introducing Firefox’s user interface..........cccoeeeveeveeciiecieecieceennnnn. 210

Changing your hOme Page..........cccveeeevieerieenieeiieeieeieeie e e e eeeens 212

Surfing the Internet with Firefox.........ccocooevvevieveniniicieceeree 215

Chapter 2: Reading Newsgroups and RSS Feeds................. 217
Understanding NEWSGIOUPS ........coceeierierienienienieenieesieestesseeseeseesseesseenes 218
Newsgroup hierarchy.........cccevevviniiniiniienieicccseeeeeseseeeenn 218

Top-level newsgroup categories........ccceceereereenernensiensieniieneeneens 219
Linux-related NEWSZIOUPS ........ccccveeeiiieiieeiieeie e 221

Reading Newsgroups from Your ISP ..........cccccoeiiiiiiiiiinininieeeeeeee 222
Taking stock of newsreaders............ccoecueeverieniineenieeseeceeieeeeeene 222

Reading newsgroups with Thunderbird .........ccccceevvvviiriiinciennnennnnn. 223
Newsgroup SUbSCIiPtiONS.......coccvvviiiieriienierieeeeee e 225

POSHING NEWS.......oiiiiieieeecseeeee et 225

USING KNOAE ...ttt e 226

Reading and Searching Newsgroups at Websites ...........ccocecevenenenenne 227
Reading RSS FEEAS.......uovieiiiiiiiiciectectectes ettt sae e 228
Examining an RSS Feed.........ccocooivviiiiniiniiieeeeeeceeeceeeeenn 229

Reading RSS FEeds .......cooiiiiiiiiiiiniiiiiciectetet e 229
Chapter3:Using FTP ......... ..o 231
Using Graphical FTP CHents........ccccecieviiniiniiniiieeieeeeieceeseeseeseeseenne 231
USING GFTP .t 232
Introducing FileZilla...........ccccoooviiiiieeiieeieceeeece e 234

Using a web browser as an FTP client..........cccccooceevniinninncnncncn. 234

Using the Command-Line FTP Client..........c.ccoocvevienieneecienieeieeeeeeeneene 236



xii Linux All-in-One For Dummies, 5th Edition

Chapter 4: Hosting Internet Services ........................... 24
Understanding Internet ServiCes ........c.ccoovvvrienienienieseeciecciecieeeeeeeseenne 241
TCP/IP and SOCKELS .......uvviiieiiiiieiieeceeeeceeee et 242
Internet services and port NUMDbETS.........cccceviereerencierciiniieniennns 245
Using the Internet SUper Server..........coccooiiviiniiiiininneeeceeeeeeseeeee 247
USING INETA....cooiiiiiiei e 247
USING XINET ...cueiiiiiiiiiiieeeeeeee ettt ettt 248
Running Standalone Servers .........c..cococeviienininiineneneeeeeeeseee 250
Starting and stopping servers manually .........c.ccocevvervenveenienencnene 250
Starting servers automatically at boot time..........c.ccccoevvvrviennennnn. 251
Chapter 5: Managing Mail and News Servers ................... 257
Installing the Mail SEIVET .........cccooieieieierieeceeee e 257
Using sendmail.........ccccocveiiiniirininieiesiesesceee e 257

A mail-deliVery teSt........coevieiieiieieceeeee e 258

The mail-delivery mechanism...........ccocceeveniiniininninnniinceeeene 259

The sendmail configuration file ...........cccccevieninnieniincieciciecieee 259
Syntax of the sendmail.cf file..........cccoevueriiniiniinieiicceceeeee 264
Other sendmail files.........cccovieriiniiniiiiieeee e 266

The forward file........cocooviiiiniiii e 267

The sendmail alias file..........c.ccocoecieiiiinininiiicccee 268
Installing the INN Server ..o 268
Configuring and Starting the INN Server ........cccccceceeveeciencienienceeneeneenne 269
InterNetNews COMPONENLS .......cccccuiiieriierierienieneeneeieeie e eae e 270

The incoming.conf fil€.........cccceeverviiiiiiniiinieieeeeeeee e 274

The readers.conf file........cccccoveeviriiiiiiiniiiniieeee 274
InterNetNews Startup ......ccccceeeveeiieeeiieeee e 274
Setting Up Local NEWSZIOUDPS .......cceeuieierierieniieiieieienienee e eieeeeee e eiene 275
Defining a newsgroup hierarchy ........ccccocceevvevieneenieeceecencieeeeeene 275
Updating configuration files ...........ccccoevveeiiniiniineeneeeneeieeieene 276
Adding the NEWSZGIOUPS ....c..coviiiiiiiiiiiieieeieciesteseee e 276
Testing YyOUr NEWSZGIOUDS ....cc.cevveriirierienienieenitenieesieeeeseessessesaeens 277
Chapter 6: ManagingDNS ............ ... .. .cciiiiiiiiin, 279
Understanding Domain Name System (DNS) .......cccccoveevieniiniieniieneenenns 279
What 18 DNS? ..ottt 279
Discovering hierarchical domain names .........cccccocceevervirveenneenncen. 281
Exploring Berkeley Internet Name Domain (BIND) ....................... 282
Configuring DINS........cooiiicieeece et ees 285
Configuring the reSOlIVer ........cocovievieriiiieiceeeeeee e 285
Configuring a caching name SerVer ..........ccccceverveeeviersiersienieenieeneens 286

Configuring a primary Name SEYVET ...........ccceevveeveeecueecreeiveesveneennnens 296



Table of Contents Xiii

Book U: Administration ................cceeecceeeeeenceceeeeanceaees 299

Chapter 1: Introducing Basic System Administration............. 301
Taking Stock of System Administration Tasks.........ccccceeeevvervienveeneenenns 301
Introducing Some GUI Sysadmin ToOIS ........ccccceeeeiieviencieniienienieneeneene 303
HOW t0 BECOME TOOL .....cuiiiniiiiiieieete et 305

Using the su - command.........ccccoecerviiniieniiniienieneeeeeeieeieseeeeenn 306
Becoming root for the GUI utilities..........cccccceveeveeveeceeceeieeieeen, 307
Recovering from a forgotten root password...........cccceceeceenerennene 307
Understanding How Linux BOOtS..........ccoccvviieniiniieiicieciecieceeceeeeeeeae 308
Understanding the init process........cccocceevvevienieneeneecenieeieeeeeens 308
Examining the /etc/inittab file.........cccocerviiniiniiniieeiee 310
Trying a new run level with the init command..........c..cccccccec.e. 311
Understanding the Linux startup scripts........cccccceeveeeecienceeecneenne 312
Manually starting and stopping SErvers ..........cccceccevvervienseenveenneen. 313
Automatically starting servers at system startup..........ccccueeuueenee. 313
Taking Stock of Linux System Configuration Files ..........ccccecevvvinvennnns 314
Monitoring System Performance...........ccocecevviirviiniinieniieniienieneenceneenne 317
Using the top Utility ....ccooieviiniiiiiniiieeee e 318
Using the uptime command...........c.ccoeeiieiiinniiicieeeeeeeee e 319
Using the vmstat Utility.......ccccoveriiniinninieecee 320
Checking disk performance and disk usage..........cccocceevveecvervennnnne 321
Viewing System Information
with the /proc File System ........ccccoecvviinienieniiiiiiecccecieseeeseeenn 322
Understanding Linux DeVICES .........cocueviiriinieneiiiiiieeieeieseeseeseeseeseenne 325
DeVICe flES......ooiiiiiirieieiceceeecee e 326
Persistent device naming with udev ............cocoviiviniinnnncnnnnncn. 327
Managing Loadable Driver Modules ...........cccccevviieiieeiieeiienienieeeeseesieenne 328
Loading and unloading modules............cccceecverieneenenciencienireneennnns 328
Using the /etc/modprobe.conf file.........ccccoocvevieniininniniinienieen. 329
Scheduling JODS in LINUX .....ccceiviiriierieniinienieeeieeieeieeee sttt 330
Scheduling one-time jobS.........ccccciiiieieeienieeeeeeee e 331
Scheduling recurring jobS........c.cececievereninieeieeeeeeeeee e 333

Chapter 2: Managing Users and Groups ........................ 337

Adding USer ACCOUNLS .......coeeierieriinieeieieieie ettt 337
Managing user accounts by using a GUI user manager ................ 338
Managing user accounts by using commands ............cccceeevervennn. 342

Understanding the /etc/passwd File .........ccocooveviiininiiniiiniiniiiiencenees 343

ManNaging GYOUPS......cccueviirierienierieerieerieerieeieetestestessteseesaesseessaesseesseenne 344

Other User and Group Administration Values...........c.cccceevververveneenneens 345

Exploring the User Environment ...........ccocooiiviiiiniiniinnenicnieneeneeneee 347

Changing User and Group Ownership of Files.......c.cccccceevviniiniencenenns 350



XiV  Linux All-in-One For Dummies, 5th Edition

Chapter 3: Managing File Systems . ............................ 351
Exploring the Linux File SyStem ..........cccocooieiieieieieneceeeeeeeeeeseieene 351
Understanding the file-system hierarchy .........c.cccoceciriincieniennnnn. 352
Mounting a device on the file system...........cccccoeereeieceeverenreennne. 355
Examining the /etc/fstab file..........cccoovevirircecierereeeeeeeeeeee 357
Sharing Files With NFS........c.ccoiiiiiiieeeeeeeeeeeee e 358
Exporting a file system with NFS.........cccoooioiiiiiieeeee 360
Mounting an NFS file SyStem .........ccccceeveevieniienieiiecieciecieeeeeeeeenn 360
Backing Up and Restoring Files ...........cccouvviininiinniieneeieciecieceeeeeseene 361
Selecting a backup strategy and media.........c.ccceceeveeverciiniienceennnnn. 361
Commercial backup utilities for LinuX.........ccccccoeeeeieeiiiiicieeieens 362
Using the tape archiver — tar..........cccocoveoeeiiiccieeee e, 363
Accessing a DOS or Windows File System...........cccoceveninincinnienenenenen. 368
Mounting a DOS or Windows disk partition..........cccccceeveevveevennn. 368
Mounting those ancient DOS floppy disKS.......cccceeveciircvercvenvennnnne 369
Mounting an NTFS partition ..........ccecceevevvieniinenneniininenieeeenne 370
Chapter 4: Working with Sambaand NFS ....................... 373
Sharing Files with NFS.......cccccoiiiiiiiieee e 373
Exporting a file system with NFS..........ccoccoivininniiniee 374
Mounting an NFS file SyStem ..........cccceevevieiiieiieieecieeieeeeeeeeeene 376
Setting Up a Windows Server Using Samba..........cccceccevirererienenenenenne 377
Installing Samba........ccceviiriiiieiicie e 378
Configuring SamDba.........cccecveriiriinierieeeeeeee e 379
Trying out Samba.........cccveviiriiiiiniiiiieiecce e 380

Book Vl: Secutity ...........uuuuueeeeeeeeeeeeeeeaeeacaeaccacaaaaaaas 381

Chapter 1: Introducing Linux Security .......................... 383
Why Worry about SECUTItY? ......ccvecieeiieiieieeieeeeceeeeeete e 383
Establishing a Security Framework...........ccoccoevviviiiinnincieniieiecieeeeneene 384

Determining business requirements for security...........ccceecuennee. 385
Performing risk analysis .........ccccevirvieniieniiniienienccieeeeeseeeeeenn 386
Establishing a security POLiCY .....ccccccveeeiiiicieeiiecceeeceeeeeeee e 387
Implementing security solutions (mitigation) ........c..cccecceverennenne 388
ManNaging SECUTILY......cecvveeierierieeiereeseereesieesteesteesaeeteereeaeeaeseeens 389
SeCUTING LINUX....cctiiiiriiiriieiiieieeieeeeteete st sieesteeste e e aesaesseeseesaeesaeenes 389
Understanding the host-security iSSUES ........ccooceeverviriiriienceennnnn. 390
Understanding network-security iSSU€S ........ccooceeververvienvieneenncen. 390
Delving into Computer Security Terminology and Tools....................... 391
Keeping Up with Security News and Updates..........ccooceveririenenenennenne 397

Chapter 2: Securing Linux. ...t 399

Securing PasSWOrds .........cocevueriireninieieiesieeeete ettt 399
ShadOW PASSWOTIAS ......cccuieriieiieiieiecieeteetese et se e ete e ebeeae e 400

Pluggable authentication modules (PAMS) ........ccccceecvvecrerrieneennnnn. 401



Table of Contents xv

Protecting Files and Directories .........c..ccceeviereciienciieecieccie e, 402
Viewing ownerships and permissions..........ccccceecvevveveeneesieenennne. 402
Changing file OWNErships........ccccoevieeeerienierieeeeee e 402
Changing file permisSionS........ccoecvereereenieeneerieeieecieeie e 403
Setting default permission..........cccevervieriinvienienieneceeeeeeeene 403
Checking for set user ID permission ............coceeveeeviercierviensienieeneens 405

Encrypting and Signing Files with GnuPG .............ccceoveeivieiiiciiiieeieeene 406
Understanding public key encryption..........cccceeceevenvennenncnnecnncen. 406
Understanding digital signatures.........c.cccceceevveneenencencieesieeieennns 407
USING GPG ..ottt ettt ne s 408

Monitoring System SeCUIitY .......ccceviiriireriiiiiiiniecieeeeeeee e 412

Securing Internet SErVICES.......ocvvvieriiriiinieriieeeeee e 413
Turning off standalone Services..........cccceeeeeeveeeecieenieesceeeee e 413
Configuring the Internet super Server...........ccceceveeeeceeveenenennenne. 414
Configuring TCP wrapper SECUIitY ........ccceevvevueevueevieecienieneeneenenens 414

Using Secure Shell (SSH) for Remote Logins..........cccooeevverviinciinienceenennns 415

Setting Up Simple Firewalls .........ccccoevieviiniiniiniiiiiieeieeiecicceeeeeneeseene 418
USING NAT .ottt ettt 421
Enabling packet filtering on your Linux system............ccccecuveeuneene 421

Security Files to Be Aware Of ...........cocoeoiiiiieniniinieierereeeeteeee e 426

Chapter 3: Computer Security Audits and
Vulnerability Testing Types .. ...t 429

Understanding Security AUdits.........cccccveeierieneeniecieeeeeee e 429
Nontechnical aspects of security audits.........cccccceeeecieeciiecieneennnnn. 430
Technical aspects of security audits.........cccceeeveveeveecincincieeiennn, 431

Implementing a Security Test Methodology ........ccccceeveevveriiiniinieneenenns 431
Some common computer vulnerabilities.............cccocevverciieecnennnenn. 432
HOSt-SECUrItY FEVIEW....coviiiiiiiiiiiiiretetetet e 434
Network-SECUritY TEVIEW ......ccceiiviiieeiieeiee ettt 438

Vulnerability Testing TYPES ......cccvevueeiiriiieieeieceeceese et eve e 440

Exploring Security Testing TOOIS .........cccocuevierieiieiieieeiecieceeeeeseeseene 440
TUITIAD .t evveenveeereenresssesseesseenseesseenseesesssesssesssesseesseessesssesssessesssessenssenseens 441

Book Vll: SCHPEING ......cccueeennnnnaaaaaaaacaannnneeeeaaaaaaaes 583

Chapter 1: Introductory Shell Scripting ......................... 445
Trying Out Simple Shell SCrPES ....cc.eeieievireieeeee e 445
Exploring the Basics of Shell Scripting.........coceevevieiieieeciecieeieeeeeens 447

StOring STULf ......coovveeiiieie e 447
Calling shell funCtionS ........ccccueviiriinienireeececee e 448
Controlling the flowW .........cocoiiiiiiniii e 449

Exploring bash’s built-in commands...........cccceccevvrererrienienerenenns 451



XVi  Linux All-in-One For Dummies, 5th Edition

Chapter 2: Advanced Shell Scripting ........................... 457
TryiNg OUL SEA ....c.ooviiiiieeeceeeteee ettt e bene 457
Working with awk and Sed ...........c.occeeeeieviiniiieceeeeeeeeeeeer e 459

Step 1: Pull out the ISBN........cccccceviiiiiiniiieieneeccecieeeeeeeeeeeenn 460
Step 2: Calculate the 13th digit........cccoevuevieniiiniiniiieeieee 461
Step 3: Add the 13th digit to the other 12...........ccoccovviviriinnne 462
Step 4: Finish the process.......ccocecveieeviecienieceeceeceee e 462
Final Notes on Shell SCripting .......ccceceeviiviinienieieeeeeeece e 463

Chapter 3: Programming inLinux ....................ccovinen, 465
An Overview of Programming..........ccccceceevieevienienieneeneeseecieecieeveesesenens 465
Exploring the Software-Development Tools in LinuX..........cccceeevevvenuennne 467

GNU C and C++ cOmMPIlers......ccccoceeievieninenieieiereneneeieeeeenieeeeees 468
The GNU make Utility ......ccoceeveevieriiiniiinienieneeeeeceeeeeseeeeeenn 472
The GNU debUZEET ........ccieiiieiieieeiecieceeeeesee sttt eveeae e 478
Understanding the Implications of GNU Licenses.........c.cccccecuevevenuennenne 484
The GNU General Public License..........cccccceevvevieneenencieecieeieeeeen, 485
The GNU Library General Public License..........c.ccccceecerviirciennennnnn. 486

Book Vlll: Linux Certification ..............ceeeeeeeeeececeeaeeee. 489

Chapter 1: Studying for the Linux Essentials Certification Exam . . .491

Overview of Linux Essentials ..........ccccccvievieiieciiiciicieciecieceeceee e 491
The Linux Community and a Career in Open Source............ccoceveevenrennne 492
Using the Command Line to Get Help........ccccoeeeviieiieieececiiciecieeeeneene 493
The Power of the Command Line...........cccccoovieviiiiinninninienienienieneeneene 495
The Linux Operating SYyStem.......ccccoecveriinienieniiieeieeeeieeee st 496
Security and File Permissions.........c.cccceevevienieniccieeeeeceeeeeeeeeeeieene 498

Chapter 2: Studying for the CompTIA Linux+ Powered by

LPI CertificationExams................ ... 501
Overview of the CompTIA Linux+ EXaMS ........c.cceevevveereireeeeeeeenreereeneene. 501
System Archite@Cture..........cccoccvveiieiiieiecieceeeee e 502
Linux Installation and Package Management...........c.ccceceeveriineencenenne 503
GNU and Unix COMMANAS .......ccceerreeriieriierieeiieesieesieesieesieseeseeseeseesseesseenns 505
Devices, Linux File systems, Filesystem Hierarchy Standard................ 507
Shells, Scripting, and Data Management ..............coccoeveeviervieniienieeneeneenne 509
User Interfaces and DesktOpsS .........cccouveviiieiiiecciicciieceeeee e, 510
Administrative Tasks .......ccccoeverireininieinenen e 511
Essential System ServICes .......cccoviriririienenerieteeee et 512
Networking Fundamentals............cccoeceeiiiiinieneecieeseceeiecee e 514

SECUIILY .ttt ettt te et e et et e teete e e e b essesbesseeseessessessesaensens 515



Table of Contents xvii

Chapter 3: Other Linux Certifications ........................... 517
Vendor-Neutral Certifications...........coccecveveneneninieneneneneecececeeene 517
Vendor-Specific Certifications .........ccccoeceeviervieniienienieneeseeeeeeveeeeeenn 518



XVili  Linux All-in-One For Dummies, 5th Edition



Introduction

Linux is truly amazing when you consider how it originated and how it
continues to evolve. From its modest beginning as the hobby of one
person — Linus Torvalds of Finland — Linux has grown into a full-fledged
operating system with features that rival those of any commercial Unix oper-
ating system. To top it off, Linux — with all of its source code — is available
free to anyone. All you have to do is download it from an Internet site or get
it on CDs or a DVD for a nominal fee from one of many Linux CD vendors.

Linux certainly is an exception to the rule that “you get what you pay for.”
Even though Linux is free, it’s no slouch when it comes to performance, fea-
tures, and reliability. The robustness of Linux has to do with the way it is
developed and updated. Developers around the world collaborate to add fea-
tures. Incremental versions are continually downloaded by users and tested
in a variety of system configurations. Linux revisions go through much more
rigorous beta testing than any commercial software does.

Since the release of Linux kernel 1.0 on March 14, 1994, the number of Linux
users around the world has grown exponentially. Many Linux distributions —
combinations of the operating system with applications and installation
tools — have been developed to simplify installation and use. Some Linux
distributions are commercially sold and supported, while many continue to
be freely available.

Linux, unlike many freely available software programs, comes with extensive
online information on topics such as installing and configuring the operating
system for a wide variety of PCs and peripherals. A small group of hard-core
Linux users are expert enough to productively use Linux with the online
documentation alone. A much larger number of users, however, move to
Linux with some specific purpose in mind (such as setting up a web server
or learning Linux). Also, a large number of Linux users use their systems at
home. For these new users, the online documentation is not easy to use and
typically does not cover the specific uses of Linux that each user may have
in mind.

If you're beginning to use Linux, what you need is a practical guide that not
only gets you going with Linux installation and setup, but also shows you
how to use Linux for a specific task. You may also want to try out different
Linux distributions before settling on one.
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About This Book

About This Book

Linux All-in-One For Dummies gives you eight quick-reference guides in a
single book. Taken together, these eight minibooks provide detailed infor-
mation on installing, configuring, and using Linux, as well as pointers for
passing the vendor-neutral certification exams available from the Linux
Professional Institute (LPI) to authenticate your skills.

What you’ll like most about this book is that you don’t have to sequentially
read the whole thing chapter by chapter — or even read through each sec-
tion in a chapter. You can pretty much turn to the topic you want and quickly
get the answer to your pressing questions about Linux, whether they’re
about using the LibreOffice.org word processor, setting up the Apache web
server, or a wide range of topics.

Here are some of the things you can do with this book:
4+ Install and configure Linux — Debian, Fedora, openSUSE, Ubuntu, or
Xandros — using the information given in this book.
4+ Connect the Linux PC to the Internet through a DSL or cable modem.
4+ Add a wireless Ethernet to your existing network.
4+ Get tips, techniques, and shortcuts for specific uses of Linux, such as
e Setting up and using Internet services
e Setting up a Windows server using Samba
¢ Using Linux commands
¢ Using shell programming

e Using the LibreOffice.org office suite and other applications that
come with Linux

4+ Understand the basics of system and network security.

4+ Perform system administration tasks.

[ use a simple notational style in this book. All listings, filenames, function
names, variable names, and keywords are typeset in a monospace font
for ease of reading. I italicize the first occurrences of new terms and con-
cepts and then provide a definition right there. I show typed commands in
boldface. The output of commands and any listing of files are shown in a
monospace font.

The icons to the certification objectives are important after you’'ve become
comfortable enough with the operating system to consider taking the certifi-
cation exams. They will draw your attention to the key concepts and topics
tested upon in the LX0-101 and LX0-102 exams (both of which you must pass
to become certified by the Linux Professional Institute).



